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This guide is based on a Celestix WSA 3000 appliance which has Microsoft IAG
and ISA server pre-Install.

Software Pre-Installed:

Microsoft IAG (Whale) Version 3.7.0.0.14
Microsoft ISA Server Version 5.0.5720.100

SecurEnvoy Software to be Install

SecurAccess Version v4.1.501

Overview

This integration guide shows how to install the SecurEnvoy server on the Celestix Appliance and
how to obtain the best possible end user experience by utilising “chained authentication” which
leverages IAG’s single sign-on capabilities. This setup requires two authentication servers, one for
authenticating the Microsoft password and the other for authenticating the SecurEnvoy 6 digit
SMS passcode. Thus the first authentication server is something you know, your Microsoft
Password and the second one is something you own, your mobile phone which together
represents two factor authentication.

1. Pre Requisites

Microsoft IAG should be already configured to authenticate a Microsoft (or other) password (in
this example the authentication server is called dev.com)

A Microsoft or Novell Domain must be available with an administration account that can write to
the users Telex Number fields, see Install and Administration Guide Section 15.4 for more
information.

A method for sending SMS texts
Option 1 Use a SMS Modem, supported devices include the Wavecom fasttrack or Siemens T35
modem. You will also need a mobile phone SIM card.

Option 2 Use a Web SMS Service with a SecurEnvoy Trial License (Build in SecurEnvoy HSL
gateway account for testing) or setup an account with HSL www.hslsms.com

2. Installing SecurEnvoy

Install the SecurEnvoy server

This can be downloaded from www.securenvoy.com/trial.aspx
After the advanced conf program starts enter the following:
Web Server http://localhost:6001

Supports https (un-check this)



http://www.hslsms.com/
http://www.securenvoy.com/trial.aspx
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Domain Name: enter the name of your Microsoft Domain in this example dev.com

Search for DN: If you have joined the Celestix box to a domain and logged in with a domain
admin account, use this tool to lookup the distinguished name of your SecurEnvoy admin
account. If not ignore this tool.

Admin UserID: If you have not used the Search for DN tool and wish to use the default
“Administrator” account press “Example”.

If you wish to use a different administrator account, enter the distinguished name of this user.
Password: Enter the password for the Admin Account

Re-Enter Password: Re-enter this password

Serverl: Enter the IP address of one of your domain controllers and press “Test Serverl” you
should get the message “OK"

Server2: Optional for resilience, enter the IP address of a second domain controller and press
“Test Server2” you should get the message “"OK"

If you wish to manage additional domain press “Add/Edit Next Domain” and repeat the above for
the next domain. If not press “Continue”

&] SecurEnvoy Secure Server ] =101 ]
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Secure Server Configuration
Enter This Hosts Webserver's Name (Example: wywyy. mycompany.com)

Web Server http:// ||008|h031:8001 Supports https |

{* Microsoft Active Directory
Select Directory Type

(" Hovell eDirectory
Search for DN iy |

Primary Domain Mame (Example mycompany.com) Enter UserlD Below

Domain Hame: Idev.com |Administrator

Get DN of UserlD |

Directory Administrator Account Distinguished Name (DN)
Admin UserlD: |CN=Administrator,CN=Users,DC=dev,DC=com Example |

Password: | - Test
OK

HRHRRRHRRKK

Re-Enter Password: |

Directory Server Details
Sever Hame: |192.168.99.10 [~ UseSSL

Test Serverl

Sever2 Hame: I [~ use SSL Test Server? I

Leave Blank for only one Server

Add/Edit Newt Domain |

Skip I Continue |
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Setup the SMS Gateway:
Option 1 (SMS Modem)

Country Dial Code: Enter the country dial code for this servers location for example in the US
enter 1 or for the UK enter 44.

If you wish to use a SMS Modem, setup the following or press “Continue” and skip to Option 2
Web Gateway.

Plug the modem into serial port located an the back of the Celestrix Appliance
Make sure you have an active SIM card with no SIM PIN set.

Check “Enable Phone Gatewayl Server
If you have a Vodafone SIM card check “*Vodafone Sim:”
Enter Serial Port: 2 (the real of the Celestix appliance is com2)

Press the “Test Modem” button
You some get a +CSQ: and a number from 0 to 31 that defines the signal strength then OK

&/]‘ SecurEnvoy Phone Gatewayl ;lgll]
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Phone Gateway1 Configuration

Enable Phone Gateway1 Service v

Connect The Mobile Phone Modem To a Serial Port and Povwer On

Vodafone Sim: |

Enter Serial Port: ,2_

Enter Baud Rate: I 115200 vl

- . |44  International Contry Dial Code for this server's location
CONRIY IRRCOCE: Example UK=44, USA=1, Sweden=45

—Text Modem
Test Modem | Modem Returned: (signal strengh from 0to 31)
AT+CSQ
+CSQ: 205
OK

Skip I Continue I
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Option 2 (Web Gateway or trial with no modem)

If you have not installed a modem and wish to use a trial license or live web SMS gateway
account setup the following, else un-check “Enable Web SMS Gateway Service”, press “Continue”
and “Continue” again after Radius Server Configuration is displayed then skip to section 3
SecurEnvoy Post Install Settings.

Add the web gateway URL as a trusted site to the Microsoft ISA server as follows:

Start ISA Server Management
On the Right under System Policy Tasks select “Edit System Policy”

Select the Configuration Group “Various” at the bottom and select “Allowed Sites”
Select the tab “To” and Edit “System Policy Allowed Sites”

Press Add and enter *.haysystems.com to trust the HSL SMS Gateway servers.

System Policy Allowed Sites Properties i 21x|

General |

1 Name: I System Policy Allowed Sites
L

i If the DNS is not configured correctly, rules using domain name
- .) sets may not be applied as expected.

Domain names included in this set:

|3 *.celestix.com

- *.microsoft.com

o *.windows.com

| *.windowsupdate.com
1 * . haysystems.com

Add Rename Delete
Description Predefined domain name set used to allow
{optional): access to trusted sites For maintenance and
management.

| oK I Cancel Apply

Press “Apply” to save changes and update the ISA server configuration.
Switch back to the SecurEnvoy Advanced Conf Window
Check “Enable Web SMS Gateway Service”

If this is a Live SecurEnvoy License, enter the UserID and Password of your SMS web provider in
this example, an HSLSMS account.
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Level the Web Proxy Address setting blank as the Celestix Appliance has a direct connection to
the internet.

Press the “Test Gateway” button, you should see the message “Web Gateway Responded OK”

Press “Continue” and “Continue” again after Radius Server Configuration is displayed.
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WEB SMS Gateway Configuration

Enable Web SMS Gateway Service [v

This is a Trial License and is limited to 50 SMS Messages

Country Dial Code: |44 International Contry Dial Code for this server's location
Example UK=44, USA=1, Sweden=46

Web Proxy Address: | Port: | Leave Both Blank If

Proxy Isn't Required

— Text Web Gateway

Connecting To Weh Gateway, Please Wait
Web Gateway Responded OK

Open Browser To WEB Gateway Server One Should Return "FAIL AUTH"

Skip | Continue
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3. SecurEnvoy Post Install Settings

Setup a user for one time authentication.

Select the “"Radius” menu option and enter 127.0.0.1 as the IP Address.
Enter a shared secret (this can be any password you like) and select “Authenticate Passcode

Only” option.
’9 http://localhost:6001 /secadmin/admin.exe?ACTION=RADIUSGET&IP=127.0.0.1 - Microso & IEI|5|
File Edit View Favorites Tools Help l ,',"
@bBack ~ o) v [x] 2] 0| O search cFavortes £ | (1 L 5
Address I@ http: fflocalhost:6001 /secadmin/admin.exe?ACTION=RADIUSGET&IP=127.0.0.1 L‘ =] Go |Link5 2%
& Y=
SecurEnvoy €
Web Admin ‘
Al
x Canfig @ Radius ‘& Local Users % Log Viewer x Logout Help
Network Access
Server NAS IP Address "127-U-U~1 Format xxx.xxx.xxx.xxx or default
ri27.00.1 5 o ; 2 :
Note: If default, unknown NAS IP Addresses will use this profile
Shared Secret |qwerty123
Authenticate Passcode Only (Pin Not Required) ¥
Default Domain Idev.com 'l Only Allow This Domain ™
Delete selected + Update » Clear »
=
|&] pone [ l_ [_ [ l_ % Local intranet 4
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4. Setting up SecurAccess in Microsoft IAG

Select an existing Trunk that you wish to authenticate, in this example “All”

/2 Configuration - Microsoft Internet Explorer =10l x|

Ele Edit Wiew Favorites Tools  Help | :;'
Qoack + O ~ [¢] 2] @ | ) Search -7 Favorites &) | v a2
Address Iﬁj https:,i,ﬂocalhost:1UEIEIEI;’admln,I’CLx,I’retheb‘asp?LaunchItem=TabsIAGConflg&Tab1=TabsIAG&Tab2=TabsIAGCUnF\g&ReturnURL=tasks°foZEasp°fo3FTab1%3DTalﬂ Go | Links **

View Services Admin  Messages Help ;I
Y R DE
E 1 e I >
[P Services N =
E1-4 HTTP Connections Wha].e mm‘““"!"ﬁt'cms ml
o telligent Application Gateway 2007
~-{E} HTTPS Connections
D all ‘s
— Application Access Portal — Applications
Public Hostname P Addiess: Im-U 0.1 Eort: IBU | Applioation Name | Application Type
5 Whale Portal Whale Portal
— External Website Qj SELWPN Metwork, Connector
Qj driver mappping *F setup | Local Drive Mapping Set.
IP Address [0, 0. 0. 1 & @ s=chep hittps
Qj D drive Local Drive b apping
HTTP Part: 80 - e app hitp
— Initial Internal Application
Initial Application : | wihale Partal j
| Wse Toolbar
- [~ Sont alphabetically Add. | Edit... Eiemm

Limit the Applications to the Following Subnets:
I Secuity & Mebwarking Subnet Address | Subnet Mask

Marimum Connections :

Advanced Tunk Configuration

High Awailability Canfigure... | Add... Edit... | o

-

«| | 3

s5age Time | Message Type | Message I -
I 4 | 3 |_I

[&pcre [0 e M roenet

Click “Configure” under Advanced Trunk Configuration.
Select Authentication tab

Select Add and then select “Add” to add a new authentication server.
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Select the Type as "Radius”, enter the name
“SecurEnvoy SMS" and then enter the IP
address 127.0.0.1

Set port to 1812

Enter the same shared secret as set in section 2.
If you have installed a second SecurEnvoy server
then enter this as the alternate IP/Host and
change the Alternate port to 1812.

Select ok when complete.

Once complete highlight the SecurEnvoy Radius
server and “click select”.

To enforce “Chained Authentication”,
Click the radial button “User must provide
credentials for each selected server”

Also make sure the “Use the same username is
checked.

Click “Ok” to submit changes

On the main console click activate configuration to

submit changes.

If application single sign-on is required setup this

up to use the Microsoft password authentication
server (in this example dev.com).

Edit Server

IP/Host: [127.001

Port: |1 812

Alternate |IP/Host: |

|1812

Ixxxxxxxxx

Alternate Port:

Secret Key:
[ Support Challenge Response

v Authenticate User on Session Login

" Use a Different Server for User/Group Authorization
Select Server | Built-ln Users/Groups _‘_]

[T Extract User's Groups from BADIUS Attribute

Lthnbute r.'.»'pvj—' ’-_C—_—

ttribute Format: I'i‘i-lz"-",if’i“-lf-“

€ URL Ins
.—;ﬂ Authentication

i Application Access Portal I

Q Geteral

Select Authentication Servers:

84 devv.com
8 SecurEreoy SMS

Remave |
| 3

" |Uzer Selects From a List of Servers
¥ | Shaow Semver Hames

% User Must Provide Credentials for Each Selected Server
¥ Use the Same User Mame

¥ Enable Uszers to Add Credentialz On-the-Fly

¥ Enable Uszers to Change Their Pazswords
[~ Motify User I? Diayz Prion b Expiration

¥ Enable Uszers to Manage Their Credentials
¥ Enable Users to Select Language

Login Page: ILDEIin-EISF'

Or-the-Fly Login Page: ILDgih.aSp

Permitted Authentication Attempts: |3

IU Mirtes

Black Penod:




SecurEnvof%

5. Testing Authentication

Connect to the URL of the IAG’s configured trunk

Enter a user name that has been configured for two factor authentication.

Enter the Microsoft Password in the xxx Password field (in this example dev.com)

Enter the 6 digit SMS passcode from the users mobile phone into the “SecurEnvoy SMS
Password” field

Please provide the following:

User Name: [ |

dev.com Password: \ |

SecurEnvoy SMS Password: ‘ |

Language: English (defaulty v

*¥'ou are accessing this site from a computer running Micresoft Windows XP, Service Pack 2 (SP2) or higher.
Internet Explorer iz configured by default to block popups. In order to be able to receive inactivity timeout notifications and
other warnings from this site, it is recommended that you configure your browser to allow popups from this site.

This site is intended only for authorized users.

If you encounter any problems with this site please contact your system administrator

at administrator@server.com

You should be successfully authenticated and have the next required one time code sent to this
users mobile phone.



