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Citrix Integration Guide

This document describes how to integrate a Citrix Secure Gateway - Presentation
server with SecurEnvoy two-factor Authentication solution called ‘SecurAccess’.

Citrix Secure Gateway - Presentation server provides - Secure Remote Access to the
internal corporate network for all Client/Server applications.

SecurAccess provides two-factor, strong authentication for remote Access solutions
(such as Citrix), without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of (your PIN and your Phone to
receive the one time passcode)

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into Microsoft’'s Active Directory and negates the need for additional User
Security databases. SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly integrated with LDAP or
Active Directory in real time.

SecurEnvoy Security Server can be configured in such a way that a Single Sign On
solution can be completed. Utilising the Windows password as the PIN, allows The
User enters their UserID, Windows password and One Time Passcode received upon
their mobile phone. The SecurEnvoy Web agent passes this information to the
Security server where it carries out a Two-Factor authentication, as the Windows
password was presented, this can be passed to the back end Citrix Presentation
server, where a Windows authentication takes place. All this happens without any
user intervention. It provides a seemless login into the Citrix Environment by entering
three pieces of information. SecurEnvoy utilizes a web GUI for configuration, whereas
the Citrix environment uses a mixture of Web GUI and applications. All notes within
this integration guide refer to this type of approach.

The equipment used for the integration process is listed below:

Citrix

Citrix Metaframe XPe feature release 3
Web Interface for Presentation Server version 3.0

Microsoft

Windows 2003 server SP1 (For Citrix Environment)
11S installed with SSL certificate

SecurEnvoy

Windows 2003 server SP1

11S installed with SSL certificate (required for management and remote administration)
Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software release v3.01 0100
SecurAccess Microsoft 11S web agent v3.01 agent
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1.0 Pre Requisites

It is assumed that Citrix Metaframe server(s) are already installed and that a SSL certificate is
installed upon the Web server running the Citrix Web services, this guide is for the setup of
Citrix Secure Gateway and Presentation Server (Web Interface) on one machine to integrate
with SecurEnvoy. Prior to the installation of SecurEnvoy software, please make sure that a
Citrix user can connect, authenticate and run applications using existing Windows Domain
credentials. SecurEnvoy requires an account that has read and write privileges to the Active
Directory, if firewalls are between the SecurEnvoy Security servers, SecurEnvoy 1S Web
agent and Active Directory servers, additional open ports will be required.

1.1 Installation Overview

Installation of both Citrix Secure Gateway (CSG) and Citrix Web Interface upon the same
physical machine. This requires additional configuration to Citrix Web interface, to allow
Microsoft 11S web services to interact. Microsoft IS is configured to use port 443 for SSL
connectivity.

In this scenario the SecurEnvoy IIS Web agent is installed upon the Citrix Web Interface
machine.

All references to IP addresses and machine names are taken for the Installation and Machine
information tables.

Installation Information

Domain name Securenvoy.com
Citrix machine Citrix.Securenvoy.com
Metaframe Farm SecHQ

Servers — 10.1.10.100, 10.1.10.101, 10.1.10.102
Secure Ticket Authority STAOQ1.Securenvoy.com
SecurEnvoy Server SecAuth.Securenvoy.com
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Machine Information

Name IP Address

Citrix.Securenvoy.com 192.168.200.100

Metaframe Farm SecHQ 10.1.10.100, 10.1.10.101, 10.1.10.102
STAO01.Securenvoy.com 10.1.10.22

SecAuth.Securenvoy.com 10.1.10.50

2.0 Installation of the SecurEnvoy Microsoft 11S Web agent

The Microsoft 11S agent is located in the Agent directory of the SecurEnvoy software
distribution

Install this agent on your Citrix Presentation Server

2.1 Configuration of SecurEnvoy - Microsoft 11S Web Agent

Launch the 1IS management interface, either from “Start”, "All Programs”, “SecurEnvoy”, “lIS
Config MMC” or from Microsoft's MMC for IIS.

Expand the Web site list on the navigation pane and right mouse click “Default Web Site”,
then select “Properties”.

Machine Name: Citrix.securenvoy.com
Citrix Service: CSG and Web Interface
SecurEnvoy Security Server: SecAuth.securenvoy.com
Protected web resource: /Citrix

Default Wehb Site Properties

Directony Security I HTTF Header=s I Cuztom Errors I SecurEnvoy
weh Site | Ferformance I [SA&PI Filters I Home Directory I Drocuments

—wieb zite identification

Description: IDefauIt YW'eb Site

IP address: [152.168 200100 | Advanced.. |
TCF port; IED 55L port;  [443
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Default Web Site Properties e e

‘web Site I Operators I Performance I ISAP! Filters | Horme Directory |
Documents I Directary Security I HTTR Headers I Custam Errors SecurEnwvoy

— Securseb

[¥ Enable Securticoess Authentication On This Server

[~ Protect All Resources On This Server

¢ Formz Bazed Authertication
" HTTF Basic Authentication

r Al Non Secure Connections [http)
Mate this applies to all web zervers on this host

Authentication TimeOut [Minutes]
for &1 %Weh Services on this host 360

0K I Cancel | Aoply | Help |

Select the “Enable SecurAccess Authentication On This Server” check box to enable the 11S
agent on this server. Note the “Allow Non Secure Connections” must NOT be checked as
Citrix redirects all communication via https.

To enable protection of the Citrix server, navigate the web site tree within the 11S snap-in,

select the Citrix folder and go to the properties of this web folder. Select the SecurEnvoy tab
and click enable then select “Forms Based Authentication”.

citrix Properties 2=l

Wirtual Directary I Documents I Diirectary Security |
HTTF Headers I Cugtom Errors SecurEnvoy
—Securweh
R =Acitris

[+ Enable &uthentication

* Forrms Based Authentication

= HTTF Basic Authentication

0K I Cancel Lpply Help

Once completed click OK and then click the restart Web.
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2.2 Additional Configuration of SecurEnvoy - Microsoft 1S Web Agent

Edit the file c:\WINDOWS\seiis.ini

Locate “HTTP_HOST=" and add just the server part of the URL you are trying to connect to.
In this example we are trying to connect to https://secauth.securenvoy.com/citrix so the
value HTTP_HOST=secauth.securenvoy.com

Restart the world wide web service

3.0 Configuration of SecurEnvoy Admin

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

Click “Config”

Select Windows — Microsoft Password is the PIN under PIN Management
This will now use the users existing password as the PIN (this is the default setting).

Click “Update” to confirm the changes

Click “Logout” when finished. This will log out of the Administrative session.
/3 SecurEnvoy - Administration - Microsoft Internet Explorer - 100 x|

File Edit Wiew Favorites Tools Help ﬁ

P Back + = - @ o3 | @Search [Fel Favorites @Media @ | %v =] - il

Address I@ http:/flaptopl. ak.com/secadmin/admin. exeraction=C0MNFIG&button 1 x=45&buttanl v=12 j @Go | Links
GDUSIQ'I j| |C| Search = ) Zearch Uk E3 P | S{;} faagehiank @55 blocked | *5F Check = | utoril >

-

SecurEnvo ‘%
‘x Caonfig @ Radius ‘gt Lacal Users % Log Yiewear x Lagout

Pir Managerment Day Code
& Windows Microsoft Password is the pin Start Day ;| Friclay v[
Fir Length :|4 -] Start Time :|18 -1
€ SecurBrivoy Min Upper Case Characters ; IE Days To Mext Run ;|1

Min Lower Case Characters |1 'l

Windows Integrated Desktop Managerment Adrmin GUI
Pin & Code Synchronised To User's Password : T SecurMail Recipients @ I
Securfccess Radius |
Off-Line Agent :
Ore Time Passcodes @ T
License Upgrade
MNew License:
Update »
4 0|
|&] pore l_l_’_|° Internet 4
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4.0 Test Logon

To access the protected Citrix environment go to:

https://secauth.securenvoy.com/citrix

The following page will be displayed; this is the SecurEnvoy Two-Factor Web authentication
page. All users will be stopped from proceeding to any protected resource, until Two-Factor
authentication has been completed. The user carries out the following:

1.0 Enter Domain Username
2.0 Enter Domain password (This is the PIN)
3.0 Enter the One Time Passcode (OTP) received on their mobile phone

3 SecurEnvoy - Web: Authentication - Microsoft Internet Explorer,

File Edit Wiew Faworites Tools  Help

eBack M > \ﬂ @ h /.:]Search ‘-E:I_-‘:(:’Favorites @3 = R .:,; == _j ﬁ 3

Address ! hitps: ffsecauth, securenyoy, comcitriz]
< -
- <
SecurEnvo T
Web Logon 'I* %

Secure Web: Authentication _C;:

Enter Pin & Passcode:

Send +

Copyright £, SecurEnwoy. Patent pending EP1387239 Powered by SecurEnvay

When all details have been entered click “Send”.
The user now has access to the Citrix front page.
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5.0 Single sign on Solution

To facilitate a simple sign on solution, SecurEnvoy has included a number of pre configured
templates for Citrix applications.

Navigate to \Program Files\SecurEnvoy\Microsoft
directory, there will be a number of Citrix versions.

1S Agent\Samples\Citrix

& C:\Program Files'SecurEnvoy'Microsoft IIS Agent',SAMPLES - |E||L|
File Edit ‘iew Favorites Tools  Help ‘ ’,’
Dbk - & - (T | - search | Falders | F @ X ) | -
Address Iljj C:\Program FilestSecurEnvoy|Microsoft 115 AgentiSAMPLES j Go
Mame_~ [ Size | Type [ Date Modified [attrib
Chasp File Folder 17/12/2008 09:04
File Folder 17§12}2008 09:04

IC)jscript File Folder 17§12/2008 09:04
[C)owaz00z File Folder 17122008 09:04

| [ H

Following the instructions in the readme.txt file.
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