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Juniper ® SSL VPN appliance Integration Guide

This document describes how to integrate a Juniper® SSL VPN appliance with
SecurEnvoytwof act or Aut hentication solution called 6Secul

Juniper® SSL VPN appliance provides - Secure Remote Access tothe internal
corporate network.

SecurAccess provides twefactor, strong authentication for remote Access solutions
(such as Juniper®), without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of (your PIN and your Phone to
receive the one time passcode)

SecurAccess is designed as an easy to deploy and use technology. It integrates

directly into Microsoft 6ssthe heed forvagditidhal Usect ory and neg
Security databases. SecurAccess consists of two core elements: a Radius Server and

Authentication server. The Authentication server is directly integrated with LDAP or

Active Directory in real time.

SecurEnvoy Security Serer can be configured in such a way that it can use the

existing Microsoft password. Utilising the Windows password as the PIN, allows the
User to enter their UserID, Windows password and One Time Passcode received
upon their mobile phone. This authentication request is passed via the Radius
protocol to the SecurEnvoy Radius server where it carries out a Two-Factor
authentication. SecurEnvoy utilses a web GUI for configuration, as does the Juniper®

SSL VPN appliance All notes within this integration guide refer to this type of

approach.

Note that two configuration options exists, one for Pre -loaded Passcodes including
Day Codes, Tmp Codes and Static Codes ( Section 1.1 to 3), the other for Real Time
Codes (Appendix A to C)

The equipment used for the inte gration process is listed below
Juniper

Juniper® SSL VPN applianceversion 6.0R2

SecurEnvoy

Windows 2003 server SPL

IIS installed with SSL certificate (required for remote administration)

Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software releasevs.1.500
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1.0 Pre Requisites

It is assumed that the Juniper® SSL VPN appliancehas been installed and basic configuration
carried out. A user can comect by authenticating with their Microsoft AD Domain username
and password. (This could be configured for any username and password authentication
server)

Securenvoy Security Server has been installed with the Radius service and has a suitable
account that has read and write privileges to the Active Directory, If firewalls are between the
SecurEnvoy Security server, Active Directory servers, and theJuniper® SSL VPN applianceg),
additional open ports will be required.

NOTE: Add radius profiles for each Juniper® SSL VPN appliancethat requires Two-Factor
Authentication.
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Configuration of

Juniper ® for Pre -Loaded Passcodes

Login to the Juniper® SSL VPN appliancewith administrative permissions.

Navig

Rl Juniper

2 NeTwonks

Central Manager
= System
Status

Configuration
Network
Clustsring

Log/Monitring
% Authentication
Signing In v

User Realms  *
User Roles ’
Resource Brofiles »
source Policies »
intenance
System
Import/Export
Bush Config

Archiving
Troubleshooting

ate to

fAut hent i

Authentication Servers

cat

New: | (Select server type)

v[ New Server

] [ Delete

(Select server type)
Local Authentication
AlLDAP Serer

A(NIS Server
ACE Server
Radius Server

Ancnymeus Server
0 LsitelMinder Server

[ s{Certificats Server

TISAML Server

‘ |n

Active Directory / Windows NT

ers

[ system Local

i &nadi

Type

Local Authentication

Local Authentication

Active Directory / Windows NT
LDAP Server

Radius Server

Local Authentication

Populate information for the new Radius server (SecurEnvoy)

Enter Name, IP address, authentication port and shared secret.

iAuSbr 8erver so

SecurEnvoy recommend to set the timeout settings to at least 10 seconds or greater with a

retry of O.

If redundancy is required, enter details for a second SecurEnvoy Radius server.

iJunipe

Central Manager
= System
Status v
Configuration  +
Network v
Clustering v
Log/Monitoring  +
= Authentication
Signing In v
Endpoint Security »

Auth. Servers
= Administrators

Admin Realms  +

Admin Roles >
I Users

User Rezlms B

User Reles 0

Resource Profilas +

Resource Policies »

System B
Import/Export v
Push Config v
Archiving B
Troubleshooting »

ro

Auth Servers >

Securenvoy

Settings

Name:

NAS-Identifier:

Primary Server

Radius Server:

Shared Secret:
Accounting Port:

NAS-IP-Address:

Timeout:

Retries:

Radius Server:

Shared Secret:

Accounting Port:

Click

fSave

Authentication Port:

Authentication Port:

Securanvoy

|nemeﬂ5 equiplab.net

192.168.130.170
1812
1813

L]
L]
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Navi gatleeno0,i AUser Real mso aMtrosefeAD®amaint he user rea

authentication.
Network = User Authentication Realms =
Clustering = — — —

Equiplab

Log/Monitoring  +
i Authentication
. General
Signing In »

Endpoint Security »

Auth. Servers - .
Name: Equiplab Label to reference this realm

i Administrators
Description:

Admin Realms  »

Admin Roles v
User Rezlms v
User Roles G [0 when editing, start on the Role Mapping page
Resource Profiles +
Resource Policies »
Servers
Sy= =y 8l specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page
Import/Export  +
Push Config =
Archiving | Authentication: LAEDC v Specify the server to use for authenticating users
TS ieadng Directory/Attribute: Same as above ¥ rver to us
Accounting: Mone A rver to us
Additional authentication server
s. The additional credentials can be specified by the user on the sign-in page (the lsbels for thess
r the credential
Authentication #2: Securenvoy @
Username is: O specified by user on sign-in page
& predefined as: <USER=>
Password is: (@ specified by user on sign-in page
() predefined as: |<PASSWORD>
End session if authentication against this server fails
Click the checkbox fiAdditional authentication serve

Popul ate information for fAAut lthasnstthe praviouslgsetupt 20 sel ect
Radius authentication server)

Set AUsername isod6 to radial button fApredefined as <
Set APassword isoO to radial-imutptaggreofispeci fied by us:
Click checkbox fAEnd session if authentication this

Click ASave changesd to submit all configuration pa
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Navigate to fAAut hentgnt¢ at Pag@&si®Si gning 1 no Si

Select the sign in page associated with the Microsoft AD Domain authentication, in this
example this islnhRad®efault Sign

Click the 1l inkl nfoRageefault Sign

S Juni

Central Manager
= system
Status

Configuration

,
=

Metwork ” =

SEET = Slgn-ln Pages

Clustering b

Log/Monitaring  +

[ Mew Page ] [ Upload Custom Pages ]

Signing In

Signing In B
Endpoint Security » Sign-Tn Page Type
Auth. Servers

[ Phil test page Standard page

# Administrators

Admin Realms  * Default Sign-In Page Standard page
Admin Roles » Meeting Sign-In Page Standard Meeting page

User Realms 3

User Roles 3
Resource Profiles »
Resource Policies »
i Maintenance

System ,
Import/Export
Push Config ,
Archiving »

,

Troubleshooting

Enter details for secondary passwordprompt, i n t hi s &xaasmplCodedSM¥as used

Click fiSave changeso to submit all configuration pa
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