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Juniper ® SSL VPN appliance Integration Guide

This document describes how to integrate a Juniper® SSL VPN appliance with
SecurEnvoytwof act or Aut hentication solution called 6Secut

Juniper® SSL VPN appliance provides - Secure Remote Access tothe internal
corporate network.

SecurAccess provides twefactor, strong authentication for remote Access solutions
(such as Juniper®), without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of (your PIN and your Phone to
receive the one time passcode)

SecurAccess is designed as an easy to deploy and use technology. It integrates

directly into Microsoft 6ssthe heed forvagditidhal Usect ory and neg
Security databases. SecurAccess consists of two core elements: a Radius Server and

Authentication server. The Authentication server is directly integrated with LDAP or

Active Directory in real time.

SecurEnvoy Security Serer can be configured in such a way that it can use the

existing Microsoft password. Utilising the Windows password as the PIN, allows the
User to enter their UserID, Windows password and One Time Passcode received
upon their mobile phone. This authentication request is passed via the Radius
protocol to the SecurEnvoy Radius server where it carries out a Two-Factor
authentication. SecurEnvoy utilses a web GUI for configuration, as does the Juniper®

SSL VPN appliance All notes within this integration guide refer to this type of

approach.

Note that two configuration options exists, one for Pre -loaded Passcodes including
Day Codes, Tmp Codes and Static Codes ( Section 1.1 to 3), the other for Real Time
Codes (Appendix A to C)

The equipment used for the inte gration process is listed below
Juniper

Juniper® SSL VPN applianceversion 7.0R1

SecurEnvoy

Windows 2003 server SPL

IIS installed with SSL certificate (required for remote administration)

Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software releasevs.4.501
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1.0 Pre Requisites

It is assumed that the Juniper® SSL VPN appliancehas been installed and basic configuration
carried out. A user can connect by authenticating with their Microsoft AD Domain username
and password. (This could be configured for any username and password authentication
server)

Securenvoy Security Server has been installed with the Radius service and hasa suitable
account that has read and write privileges to the Active Directory, if firewalls are between the
SecurEnvoy Security server, Active Directory servers, and theJuniper® SSL VPN applianceg),
additional open ports will be required.

NOTE: Add radius profiles for each Juniper® SSL VPN appliancethat requires Two-Factor
Authentication.
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1.1 Configuration of  Juniper ® for Pre -Loaded Passcodes

Login to the Juniper® SSL VPN appliancewith administrative permissions.

Navigate to AAutBenvecsbdbi sebedAuimbnvd PMR&disu i Ngevr ver o
Servero

| JuniPer

Status ‘| Authentication Servers
Configuration '
Network )
Clustering ’ ’ - New S ) ,
Virtusl Systems | New: Radius Server v | NewSener.. ||
IF-MAP Federation » (Select server type)
; | Authentication
Log/Monitoring  * Al Loca U
G} T LDAP Senver Type ]
= Authentication yp ]
Rl ™ S{s Seer s
Signing In : AACE Sever Local
EndpcintSacury | (7R then tic ation
Auth. Servars Active Directory / Windows NT  active
¢ Anarymous S Prechory
Admin Realms ' gi[er_\"ﬁﬁ"dersse""er Windows NT
Admin Rol : ertificate Server
j""" o ESSAML Server LDAP Server

Populate information for the new Radius server (SecurEnvoy)
Enter Name, IP address, authentication port and shared secret.

SecurEnvoy recommend to set the timeout settings to at least 10 se conds or greater with a
retry of 0.

If redundancy is required, enter details for a second SecurEnvoy Radius server.

Help | Guidance | Siga Out
= System

Status B Cuth Zarye-y >

Conbipuaton | SecurEnvoy

Network ’

Clustering Hll Settngs | USers |

Virtual Systems

IF-MAP Fedecation *| pName: SecurEnmvoy

Log/Monitoring »
NAS-Identifier: 192.168 200 10

Signing In
P Se
Endpoint Secunty » rimney Server
AR Garehr Radwus Server: 192 168.100 11

= Adadnistratorn Authentication Port: 1812

Admin Reaims .
Admin Roles .| Shared Secret: sescee

B Ustoret Accounting Port: 1813
User Realms »
User Roles .| NAS-IP-Address:

Resource Profles »

Resource Polices
Juncs Pulse

Timeout: 10 seconds

Retnes: 0

Y Users authenticate using tokens or one-tme passwords

Note

Click fiSave changeso to submit all configuration pa
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Navi gatleeno0,i AUser Real mso aMtrosefeAD®amaint he user rea
authentication.
Conngursuun
ZIE':W:FR = User Authentication Realms >
ustering =
Log/Monitoring  *+ qu'”plab
Endpoint Security »
= ms Name: Equiplab Label to reference this realm
Admin Realms  »| Description:
Admin Roles v
User Realms  »
User Roles G [0 when editing, start on the Role Mapping page
Resource Profilas »
Resource Policies | o
Si==m "l Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page
Import/Export  *
Push Cenfig ,
Archiving | Authentication: LAEDC v Specify the server to use for authenticating users
TS ieadng Directory/Attribute: Same as above ¥ rver to us
Accounting: Mone A rver to us
Additional authentication server
=. The additional credentials can be specified by the user on the sign-in page (the labels for these
r the credential
Authentication #2: Securenvoy @
Username is: O specified by user on sign-in page
& predefined as: <USER=>
Password is: (@ specified by user on sign-in page
() predefined as: |<PASSWORD>
End session if authentication against this server fails
Click the checkbox fiAdditional authentication serve
Popul ate information for fAut lthsnstthe praviouslgsetupt 20 sel ect
Radius authentication server)
Set AUser name s0 todradi aUSBRtDbon fApredefine
Set APassword s0O to radial-i hbupageofispecified by us
Click checkbox AEnd session if authentication this
Click ASave changesd to submit all configuration pa
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Navigate to

A ASutgme mtgi @ amtOiPd @ g i

Select the sign in page associated with the Microsoft AD Domain authentication, in this

example this

the | inkl nf oRa

Status | Signing In
Configuration 3
Network: 3
Clustering 3

Virtual Systems [

i sl nhRadioef aul t

Sign-in Pages

Sign

gieDke f aul t Sign

Help | Guidance

Sign Out

IF-MAP Federation * [ Mew Page... ] l

Upload Custom Pages. .. I [ Delete I

Lag/Monitoring 3

Sign-In Page
Signing In 3
Endpoint Security *

Default Sign-In Page

Type
Standard page

Auth. Servers

Meeting Sign-In Page

Standard Meeting page

Enter details for secondary password prompt, inthi s

example ASMS P

ass Codeo w:q

Help | Guidance | Sign Out

Signing In 3

Endpoint Security Welcome message:
Auth. Sarvers

Portal name:

Admin Realms 3

Submit button:

Admin Roles r

User Realms

Instructions:

User Roles

3
3
Resource Profiles »
Resource Policies *

3

Junos Pulse

Username:
System [3
Irmport/ Export = Password:
Push Config 3 Realm:
Archiving 3
Troubleshooting +

Secondary username:

Secondary password:

Click
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ASave changesbo

T
]
(&)

Default Sign-In Page

@ Users/Administrators

Status | Signing In >
Configuration 3 De'fault SIgI‘I-II’I Page
Network 3
Clustering 3 TETas
Virtual Systems r
IF-MAF Federation * Page Type:
Log/Maonitoring 3
Custom text

Welcome to the
Secure Access SSL VPN
Sign In

Please =ign in to begin your secure
szession.<br><br><noscript>Note:
Javascript is disabled on your
This text a
can use

format the text

of the sign-in

=, and =3

n the right-ha
<font=, <

nref:

Username

Password

hen the sign in

Realm e than one realm

Secondary username

SecurEnvoy Passcods|

confi

al |

t' o" 's u"b mi t'
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2.0 Configuration of SecurEnvoy for Pre -Loaded Passcodes

To help facilitate an easy to use environment, SecurEnvoy can be set up to use the existing

Windows password as the PIN component. SecurEnvoy supplies the second factor of

aut hentication, which is the dynamic one time pass
mobile phone.

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

Clicktheit Ra d i Butoa

Enter IP address and Shared secret for each Juniper® SSL VPN appliancethat wishes to use
SecurEnvoy Two-Factor authentication.

Config (R SecurMail Log Viewer Users Reporting Help

Network Access Server NAS IP Addres:

Shared Secre

Change Group

Delete Selected

Click checkbox #oAeuCny(passwordoa ginenot Pegusred)
Clickfi U p d a to eodfirm settings.

Clickfi L o g owhemdfinished. This will log out of the Administrative session.
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3.0 Test Pre-Loaded Codes Logon

Browse to the web URL addressof the Juniper® SSL appliance
Three input dialogue boxes will be displayed.
User will enter:  UserlD in the Username box

Microsoft AD Domain password in password box

SMSPasscodein the SecurEnvoy Passcodéiox (received via SMSupon your
mobile phone)

Juniper

Welcome to the

Secure Access SSL VPN

Username Please sign in to begin your secure session.
Password

SecurEnvoy Passcode

Clickii S'i g rio compléte the process.

Once authenticated a new SMS passcode wil|l be sent
the next authentication.
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Appendix A Configuration of Juniper® for Real Time Authentication

Login to the Juniper® SSL VPN appliancewith administrative perm issions.

Navigate to fAAuthenticationd AAuth Serverso select

| JuniPer

| vcers |

Status ‘| Authentication Servers
Configuration '
Network ;
Clustering ’ ’ - New S ) ,
Virtusl Systems | New: Radius Server v | NewSener.. ||
IF-MAP Federation » (Select server type)
; | Authentication
Log/Monitoring Al Loca U
= a i &) ™ LDAP Server Type ]
=4 St SIS Server S
Signing In : AACE Server Local
EndpcintSecury | (7R TR thentic ation
Auth. Servars Active Directory / Windows NT  active
= Administrators E¢Anonymous Server Directory /
Admin Realms ' gi[er_\"ﬁﬁ"dersse""er Windows NT
RARSTE 5 ertificate Server
EUSBOES ESSAML Server LDAP Server

Populate information for the new Radius server (SecurEnvoy)
Enter Name, IP address, authentication port and shared secret.
SecurEnvoy recommend youset the timeout settings to at least 10 seconds or greater with a

retry of 0.
If redundancy is required, enter details for a second SecurEnvoy Radius server.

Help | Guidance

Siga Out

Auth Servers >
Status -
ST e SecurEnvoy
Network
Virtual Systems
IF-MAP Fedecation *| pName: SecurEnmvoy
Log/Monitoring
= Authentication NAS-Identifier: 192.168 200.10
Signing In
Primary Server
Endpaint Securty »
AR Garehr Radwus Server: 192 168.100 11
= Adadnistratorn Authentication Port: 1812
Admin Reaims .
Admin Roles .| Shared Secret: sescee
= Usars Accounting Port: 1813
User Realms
User Roles NAS-1IP-Address:
Resource Profles »
Resource Polices T v 10
Junos Pulse sout: seconds
Retnes: 0
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Scrol |l t o

Sel ect

Select Operand
Set Value to
Note this value
Modedo Prompt :
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