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Juniper ®  SSL VPN appliance Integration Guide  

 
This document describes how to integrate a Juniper® SSL VPN appliance with 

SecurEnvoy two-factor Authentication solution called óSecurAccessô.   

Juniper® SSL VPN appliance provides - Secure Remote Access to the internal 

corporate network.  

SecurAccess provides two-factor, strong authentication for remote Access solutions 
(such as Juniper®) , without the complication of deploying hardware tokens or 

smartcards. 

Two-Factor authentication is provided by the use of (your PIN and your Phone to 
receive the one time passcode) 

 
SecurAccess is designed as an easy to deploy and use technology. It integrates 

directly into Microsoftôs Active Directory and negates the need for additional User 
Security databases. SecurAccess consists of two core elements: a Radius Server and 

Authentication server. The Authentication server is directly integrated with LDAP or 

Active Directory in real time.  
 

SecurEnvoy Security Server can be configured in such a way that it can use the 
existing Microsoft password. Utilising the Windows password as the PIN, allows the 

User to enter their UserID, Windows password and One Time Passcode received 

upon their mobile phone. This authentication request is passed via the Radius 
protocol to the SecurEnvoy Radius server where it carries out a Two -Factor 

authentication. SecurEnvoy utilises a web GUI for configuration , as does the Juniper®  
SSL VPN appliance. All notes within this integration guide refer to this type of 

approach. 

Note that two configuration options exists, one for Pre -loaded Passcodes including 
Day Codes, Tmp Codes and Static Codes ( Section 1.1 to 3), the other for Real Time 

Codes  (Appendix A to C) 
 

 
The equipment used for the inte gration process is listed below : 

 

 
Juniper  

Juniper® SSL VPN appliance version 6.0R2 
 

SecurEnvoy  

Windows 2003 server SP1 
IIS installed with SSL certificate (required for remote administration)  

Active Directory installed or connection to Active Directory via LDAP protocol. 
 

SecurAccess software release v5.1.500 
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1.0  Pre Requisites  

 
It is assumed that the Juniper® SSL VPN appliance has been installed and basic configuration 
carried out. A user can connect by authenticating with their Microsoft AD Domain username 
and password. (This could be configured for any username and password authentication 
server) 
 
Securenvoy Security Server has been installed with the Radius service and has a suitable 
account that has read and write privileges to the Active Directory, if firewalls are between the 
SecurEnvoy Security server, Active Directory servers, and the Juniper® SSL VPN appliance(s), 
additional open ports will be required.  
 
NOTE: Add radius profiles for each Juniper® SSL VPN appliance that requires Two-Factor 
Authentication. 
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1.1  Configuration of  Juniper ® for Pre -Loaded Passcodes   

 
Login to the Juniper® SSL VPN appliance with administrative permissions. 

 
Navigate to ñAuthenticationò ñAuth Serversò select new ñRadius Serverò 

 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

Populate information for the new Radius server (SecurEnvoy) 

 
Enter Name, IP address, authentication port and shared secret.  

 
SecurEnvoy recommend to set the timeout settings to at least 10 seconds or greater with a 

retry of 0.  

If redundancy is required, enter details for a second SecurEnvoy Radius server. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Click ñSave changesò to submit all configuration parameters 
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Navigate to ñUsersò, ñUser Realmsò and select the user realm for Microsoft AD Domain 

authentication. 

 

 
Click the checkbox ñAdditional authentication serverò 

 

Populate information for ñAuthentication #2ò select ñSecurenvoyò (this is the previously setup 
Radius authentication server) 

 
Set ñUsername isò to radial button ñpredefined as <USER>ò 

 
Set ñPassword isò to radial button ñspecified by user on sign-in pageò 

 

Click checkbox ñEnd session if authentication this server failsò 
 

Click ñSave changesò to submit all configuration parameters 
 

 
 
 
 
 
 
 
 
 
 
 
 



 

   
 
 
© 2005 SecurEnvoy Ltd. All rights reserved  Confidential Page 6
  

Navigate to ñAuthenticationò ñSigning Inò ñSign-in Pagesò 

 
Select the sign in page associated with the Microsoft AD Domain authentication, in this 

example this is the ñDefault Sign-In Pageò 
 

Click the link for ñDefault Sign-In Pageò 

 

 
Enter details for secondary password prompt, in this example ñSMS Pass Codeò was used 
 

 
Click ñSave changesò to submit all configuration parameters 

 
 


