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This document describes how to integrate Microsoft’'s Online
Services Office 365 configured for SSO to a local ADFS 2.0
service with SecurEnvoy two-factor Authentication solution
called ‘SecurAccess’

Microsoft Office 365 is a cloud based service that can be
configured to use a local Active Directory Federation Service
(ADFS) to enable local users to sign on with their existing AD
credential to gain access to various Microsoft online services
such as Office, SharePoint and Lync.

SecurAccess provides two-factor, strong authentication for
remote Access and cloud solutions (such as SSL VPN, IPSec VPN
and Web authentication) from any device, without the
complication of deploying hardware tokens or smartcards.
Two-Factor authentication is provided by the use of (your PIN
and your Phone to receive the one time passcode)

SecurAccess is designed as an easy to deploy and use
technology. It integrates directly into Microsoft’s Active Directory
and negates the need for additional User Security databases.
SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly
integrated with LDAP or Active Directory in real time.

All notes within this integration guide refer to this type of
approach.

The equipment used for the integration process is listed below

Microsoft

Office365 Cloud Account
Microsoft Server 2008R2 with ADFS 2.0 Installed
Optional (Microsoft Server 2008R2 with ADFS 2.0 Installed as a proxy)

SecurEnvoy

Windows 2003 server SP1 or Windows 2008 (any version)

IIS installed with SSL certificate (required for management and remote
administration)

Active Directory installed

SecurAccess software release v6.2
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1.0 Prerequisites

Is it expected that Office365 has already been setup for SSO to an on-
premise ADFS server with working SSO based on users existing AD

passwords.
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2.0 Installation of SecurEnvoy Microsoft IIS Agent on
ADFS

The Microsoft IIS agent is located in the Agent directory of the software
distribution

Install this agent on your ADFS Proxy server(s)

L4 Note

SecurEnvoy IIS Agent MUST be version 6.2 or higher

4 Note

If you do not use ADFS Proxy servers then install the agent on your ADFS server(s)

L4 Note

If you have published ADFS through a reverse proxy such as UAG you should
authenticate SecurEnvoy at this location. Refer to the relevant reverse proxy’s
integration guide
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2.1 Configure IIS to protect ADFS

e  Start the Microsoft 11S Manager
e  Select Default web site under connections pane.
e Select the SecurEnvoy Icon
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e Select Enable Authentication On Default Web Site.
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e Apply changes
e Under Default Web Site, expand adfs and select Is
e  Select the SecurEnvoy Icon
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e Select the check box Enable Authentication On /adfs/Is
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Note

The virtual directory SecurEnvoyAuth MUST be a member of the ADFSAppPool
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e Navigate back to Default Web Site > adfs > Is and select the Authentication icon
e  Make sure that only Basic Authentication is Enabled

‘-E Internet Information Services (IIS) Manager

=10 ]
@ -

Disable
Edit...

'@' Help

Online Help

@b‘;‘ [? » WIN2008 P Sites P DefaultWebSite » adfs » Is » ]m 3

File  view Help

m &) Authentication
.} L=l
Qﬂ Start Page
E‘...aj WIN2008 (QA\Administrator)
i[5} Application Pools
Sites
E@ Default Web Site
- adfs
::D Is
| aspnet_client
assword
cadmin

Group by: Mo Grouping <

| Response Type

MName =

| status

Disabled

Disabled
Disabled
Disabled

HTTP 302 Login /Redirect
HTTP 401 Challenge

Forms Authentication
Windows Authentication

SB[

ecenral
echelp
sechelpdesk
¥ secmail

-¥ secserver
secupload?2
=¥ securenvoy
=¥ SecurEnvoyAuth
=¥ test

[

P
se

¥ s

¥ s

LY

L

LY

Wbty

[

E2)
E2)
B
E2)
E2)
&2)
E2)
E2)
&2)
E2)
E2)
&2

L

i

4 |
. = Content View

Configuration: ‘localhost’ applicationHost.config , <location path="Default Web Site fadfs/ls">

9.

In the left side Navigation pane, select top level host name (the 2" line down).

[}

e Scroll down the centre panel and press the “SecurEnvoy Two Factor” icon.
e Setup your required inactivity timeout.

« Add the logoff URL WSIgnoutcleanup

e Press Apply and restart 11S when prompted.
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3.0 Test Logon

e Open a browser and navigate to https://login.microsoftonline.com
e Enter avalid userID

Welcome to Microsoft Onli = /' F¥4 Welcome to Microsoft Onl

€« C M O login.microsoftonline.com | A
-" Google O Galions Reach CCTV O User Enrolment O Help Desk O test O SecurPassword O Ellies Web Site # (] Other bookmarks

uﬁ.amfﬁce 365 —

new customer? sign in

¢ Access email and calendars from mobile devices
* Create Websites to share documents, contacts, and tasks
# Work with Office documents from virtually anywhere with a browser

UserID:

qal@securenvoy.com
Password:

Forgot your password?

Remember me
D Keep me signed in

You are now required to sign in at Securenvoy.com,

Sign in at Securenvoy.com

©2011 Microsoft Corporation | Legal | Privacy Community | Use enhanced security (SSL) \ Feedback

login.microsoftenline.com/ppdl10/#

e Select Sign in at (your domain name)

P Welcome to Microsoft Onli % / P SecurEnvoy Tokenless Two
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SecurEnvo < _z~SecurAccess

SecurEnvoy Tokenless Authentication &

Enter UserlD: | gal@securenvoy.com

Enter Pin or Windows Password: ||

Enter Passcode: Leave blank to request a passcode

SecurEnvoy, The Inventors of SMS Authentication
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e Enter a valid Microsoft password for this user
e Enter the passcode created by SecurEnvoy for this user

Welcome to Microsoft Onli % /' 53 Home
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14
Start here

1. Set up your computer to work with Microsoft Office 365. Set up now el
2. Get an overview of Office 365. Watch the user tour
3. Learn the basics. Read the Quick start guide

Resources
Outlook

Read email and access your Outlook calendar, contacts, and tasks.
Inbox | Calendar | Options

How to impart your contacts

Setting up email on mabile
phones

mn

E Connect Outlook on your desktop

Lync

. : . . ’ ’ Downloads
Use Lync for instant messaging, audio and video calling, and online meetings.
Install Lync
. Community
Team site
Collaborate on documents and share information and ideas using SharePoint Online, Ask a question in the forums
Visit SharePoint Home Check out our blog

Participate in the community




