SecurEnvoy SecurAccess Quick Start Guide

Installation Integration

Q Supported Server OS

1.2 Make sure that a designated account has
been setup for read and write access to the
Active Directory

1.3 For remote admin, make sure a SSL
certificate is installed

1.4 For Radius authentication, make sure port

k1812 is available. J

Install Security Server

Select Authe

2.2 Complete the advanced config utility

2.3 Launch the Admin GUI

2.4 Enable a user and setup for One Time or
Day Code Passcodes

2.5 Check to see if code received

e Radius Configuration

A.3 Enter Pre-Shared secret

A.4 Set up Radius device with timeout set to at
least 10 seconds

A.5 Carry out test authentication

Check for Integration Guide at:

k http://www.securenvoy.com/ inteqrationquidesJ

9 IIS Web Agent

D. opy CO
web server.
B.3 Launch IIS MMC

B.4 Select Web site properties, select SecurEnvoy
tab and enable authentication.

B.5 Select virtual directory properties select

¢ B IIS Web Agent, Citrix OWA etc...
e C Integrated Desktop Management

\_

e Integrated Desktop Management

NOTE: Enable Off-line Agent if laptops are
not always connected to the network.

C.5 Select “Local Users”

C.6 Search for a user that requires the

Integrated Desktop Management feature

C.7 Create a Pin for them or allow them to

create there own (User Create)

C.8 Enable them and select “Day Code”
NOTE: that One Time Passcodes are not
supported in this mode

The end user will be sent a 6 digit passcode.

Their Microsoft password is now a combination

of the PIN and Passcode.

kSecurEnvoy tab and enable authentication /

For users that have a laptop that uses off-line
domain password see the Offline Agent
Installation guide.




