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1.1 Solution Summary

This document walks you through an installation of the SecurEnvoy Security Server product within your
environment quickly and easily.

1.2 Getting Started

The purpose of this document is to outline the general steps for the installation and validation of the
SecurEnvoy Security Server Two-factor Authentication Solution within your environment quickly and
easily.

The SecurEnvoy Two-Factor Authentication Solution has many features and options. We will not be
covering all features and options in this guide. The intent of this guide is to provide instruction for the
initial implementation and allow customers to explore additional features as they see fit.

Advanced configuration features are not covered here. If you are looking for advanced configuration
instructions, please refer to the Help section in the SecurEnvoy Admin Console.

At the end of this guide you will have a fully functional environment.

1.2.1 Things You Will Need

This document will assume that the reader is a network and systems administrator with administrative
level access to the systems required for this implementation, listed below. If you do not currently have
this level of access to the environment, you should obtain it before you continue.

To properly implement SecurEnvoy SecurAccess you will need the following;

e A single Microsoft Windows 2008 R2, 2012 R2 or 2016 Server, either physical or virtual.
e Administrative Access to your Microsoft Active Directory.
e Download the SecurEnvoy SecurAccess product latest version.

Download is available here: https.//www.securenvoy.com/products/securaccess/key-features.shtm

Microsoft Windows 2008 R2, 2012 R2 or Windows 2016
Here are some basic items to cover about the server you chose to use.

e Your server can be physical or virtual.

e Your selection of which server version you choose does not impact the implementation.

e Please assure that your server is fully patched as a best practice.

e There is no requirement for the SecurEnvoy Security server to be a member of the Active
Directory.

Examples;
e Microsoft Windows 2012 R2 Virtual Guest on VMware ESX and is a member of the Active
Directory.
e Microsoft Windows 2008 R2 Physical Server in a workgroup.

Either of the above examples will work.
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1.2.2 Authentication Processing Topology

SecurEnvoy SecurAccess will integrate with any solution that can use RADIUS, such as; A10, Amazon Web
Services, F5, IBM, Microsoft, Oracle, SalesForce, VMware, Barracuda, Check Point, Cisco, Citrix, Juniper,
Palo Alto, SonicWall, Sophos, WatchGuard, Linux and many others.

In the below simplified diagram, we are showing a VPN, using RADIUS with SecurEnvoy SecurAccess Two
Factor Authentication and a Microsoft Active Directory.

@ D o

=
step 1 zizz [ ] o
—
~ Step 2/ Step B —
R ———step3 —
Remote User Device VPN —Web — Or Other Microsoft Active Directory

LDAP

”I o

SecurEnvoy
Securfccess Server

Step 1: The user on a device (internal or external) makes a request for authentication to a VPN, Web Site or
some other application which uses RADIUS authentication.

Step 2: A RADIUS authentication package is delivered to the SecurEnvoy SecurAccess Server for
processing.

Step 3: LDAP Credentials are validated against the Microsoft Active Directory.
Step 4: Using information from the Active Directory user account, an Approve / Decline message is
delivered to

the users’ mobile device.

Step 5: The user approves the authentication by acknowledging the message. This causes the SecurEnvoy
Phone App to send Secure Passcodes to the SecurEnvoy Server.

Step 6: The SecurEnvoy Server returns a ‘Good to Go' message to the VPN.
It's important to note that there are many options and methods for delivering the second factor
authentication. In our example and for the purposes of this quick start guide, we're keeping it as simple as

possible.

As you explore the product and its features, you'll find the many options available and we encourage you
to try ones that you would want to work with in your environment.
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1.3 Pre-requisites

1.3.1 Software Requirements

e \Windows 2008 (R2) / Windows 2012 (R2) / Windows 2016

e IS installed with default settings (Site ID 1 “Default Web Site")

e Microsoft .NET 4.5 installed for SecurEnvoy 9.3.x and later. Microsoft NET 2 and .Net 3.5
installed for SecurEnvoy 8.1.x and earlier.

e Active Internet Connection

1.3.2 Hardware Requirements

e CPU - Pentium class processor 1 GHz or faster
e HDD - 150Mb of available hard disk space
e RAM -120Mb of available RAM

1.3.3 For integrated user management

For integration user management, a connection to an existing LDAP Directory server (MS Active Directory,
Novell e-Dir, Sun Directory Server and Open LDAP) is required, with a service account with read all and
write access to the telexNumber attributes. A service account must exist within each configured Domain
for all SecurEnvoy server(s) For Active Directory configurations see section 7 of this guide for step by step
instructions of using Microsoft's ADSI Edit tool if you do not wish to use a domain admin account. It is
required that the LDAP Admin account used by SecurEnvoy for SecurAccess should have Active Directory
permissions as follows:; -

e Read All User Attributes (Default Permission for all users)
e \Write Access to Telex Number

e \Xrite Access to Telex Number (other)

o \Write Access to Mobile Number (Optional)

e \Write Access to E-Mail Address (Optional)

Please refer to Configure Your Service Account

1.3.4 SMS Requirement

If you are upgrading from a trial license to a live license, please ensure you have an SMS gateway in place
if you wish to use this authentication method going live, as live licenses DO NOT include any free SMS
messages. For Additional Information on SMS Gateways see:

http://www.securenvoy.com/support/SMSgateway.htm
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1.3.5 SecurEnvoy Server Topology

Version 8.1 of SecurEnvoy Security Server introduces some exciting new features into the two-factor
authentication (2FA) arena, including push notification technology. Push notifications work by sending a
message to the notification centre or status bar of a users® smartphone. This new feature is dependent on
the architectural topology of the SecurEnvoy Server implementation.

Internal Server with web resources published via a Reverse Proxy (SSL VPN etc.)

SecurAccess Deployment — Internal Server Topology
(Reverse Proxy)

WebProxy
SecurAccess Directory
Server Server

LDAP
“asofezs © " P

Windows Published
Logon SecEnrol
Agent

LDAP
* “sofezs T T P

SecurAccess

Directory
Server

Server

The Manage My Token portal located in IIS default website (SecEnrol) must be published to the Internet
via a reverse proxy or load balancer appliance.

Advantages of this topology

o All token types are supported including oneswipe push and NFC.
e Users are able to manage their tokens externally from any Internet location.

Disadvantages of this topology

e Manage My Token portal must be published to the Internet
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1.4 Installation of Microsoft lIS Web Services

The SecurEnvoy SecurAccess Two Factor Authentication Solution uses http and https for communication.

This allows you to use the solution both internally and externally easily.
We will begin the implementation with the web components that are required for the SecurAccess.

Microsoft IIS Web Services.

Manage Tools View Help

| Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Fﬂ Add Roles and Features Wizard

DESTINATION SERVER

Select installation type s£0

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WHD).

Before You Begin

(® Role-based or feature-based installation

Server Selection ; ) .
Configure a sii.~'= server by adding roles, role services, and features.

) Remote Desktop Service_ ""-tion
Install required role services for v
or session-based desktop deployment.

=~ Infrastructure (VDI) to create a virtual machine-based

< Previous | | Next > Install Cancel
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B Add Roles and Features Wizard — O *

DESTINATION SERVER

Select destination server =

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

ErroT GrlEEiET () Select a virtual hard disk -
Server Roles Server Pool
Features
Filter: |
MName IF Address Operating System

10.0.0.126 Microsoft Windows Server 2016 Standard Evaluation

1 Computeri(s) found

This page shows servers that are running W
and that have been added by using the Ad:
newly-added servers from which data colle:

| < Previous | | Mext = Install

= Add Roles and Features Wizard — O =

DESTINATIOM SERVER

Select server roles =

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
server Selection || Active Directory Federation Services ~ Web Server (lIS) provides a reliable,
Server Roles [[] Active Directory Lightweight Directory Services manag e_able:, and scalable Web

[] Active Directory Rights Management Ser .

e [] Device Health Attestation
web Sarver Role (IIS) ] DHCP Server
; [C] DNS Server
Role Services [ Fax Server
Confirmation I [m] File and Storage Services (1 of 12 install,

[] Host Guardian Service

] Hyper-V

] MultiPgint Services

[] Network Policy and Access Ser
[] Print and Document Service

[] Remote Access

] Remote Desktop Servir

] Volume Activation & “vices

[] Windows Deployment Services
[] Windows Server Essentials Experience
] Windows Server Update Services

< Previous | | Mext = Install
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Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (lIS)
4 Management Tools
[Tools] 115 Management Console

Include management tools (if applicable)

Fﬁ. Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services
Server Selection
.« ¥ T
Server Roles 4 Common HTTP Features

Default Document
Directory Browsing
Web Server Role (1I5) HTTP Errars
. N Static Content

[C] HTTP Redirection
Confirmation [ webDayv Publishing
4 Health and Diagnostics

HTTP Logging

[ Custom Logging

[] Logging Tools

[[] ODBC Logging

[] Request Monitor

[] Tracing
4 Performance

Static Content Compression

[] Dynamic Content Compression
4 [V] Security

Features

v Secur

ter Group plc Company

- O X

DESTINATION SERVER
SE-00

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Previous | | Mext > | Install

10
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fiy Add Roles and Features Wizard — O >
. . . . DESTINATION SERVER
Confirm installation selectior; =
Before You Begin To instal’ " - follo nstall.
Installation Typs Restart the ch
Server Selection Optional features le because they have
been selected aut iz click Previous to clear

server Roles their check boxes.

Features

I
Web Szrver Role| Add Roles and Features Wizard

Role Services

l If a restart is required, this server restarts automatically, without

additional notifications. Do you want to allow automnatic restarts?

— Yes | MNo I

Static Content

Health and Diagnostics

R ]

Export configuration settings
Specify an alternate source path

< Previous MNext > Install | | Cancel
= Add Roles and Features Wizard — O >
. DESTINATION SERVER
Installation progress st0

View installation progress

o Feature installation

Installation started on SE-00

Web Server (1IS) -
Management Tools
IIS Management Console
Web Server
Commeon HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing w2

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext » Closze Cancel
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[ Add Roles and Features Wizard — O *

DESTIMATION SERVER

Installation progress se.0

View installation progress

o Feature installation
I

Installation succeeded on SE-00.

Web Server (1IS) a
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing

You can close this wizard without interru)
page again by clicking Motifications in the -

Export configuration settings

< Previous Mext > Close Cancel
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1.5 Installing & Configuring SecurEnvoy SecurAccess

Available SecurEnvoy Web Portals That Can Be Installed

¢ Admin Portal - This provides the SecurEnvoy Security Server Admin console. It is not
recommended to publish this to the Internet unless you are a cloud provider.

¢ Manage my Token Portal - This may be required for initial enrolment and for ongoing
management of token types, such as migrating to a new phone. See above details.

o Lost Token Emergency Access Portal — This allows end users to request a temporary code
whilst disabling their lost device via this self-service portal. Note: This portal is not
protected with 2FA and relies on a combination of pin/password and answers to
predefined secret questions. Typically, customers would not publish this to the Internet
and would rely on a manual helpdesk process or the user being connected to the internal
LAN.

e SecurPassword Portal - This is part of the SecurPassword product and is only required if
this function is being utilized. Allows end users to reset their Microsoft AD (or other LDAP)
password and requires 2FA for access.

e SecurMail Sender Portal - This is part of the SecurMail product and is only required if this
function is being utilized. It allows a sender to create secure 2FA emails to recipients.
Installing this portal will also add an additional IS web service called SecUpload2, which is
used to upload SecurMail file attachments. These are optional and only required to be
published to the Internet if your senders need to create emails externally.

e SecurMail Recipient Portal - This is part of the SecurMail product and is only required if this
function is being utilized. This portal must be published to the Internet or recipients will not
be able to retrieve their secure messages. This portal uses 2FA.

e SecServer Portal - This portal is required for SecurAccess if you wish to use Windows
Logon Agent externally on the Internet, for instance for logging in on a remote laptop. This
is not required if you are not using Windows Logon Agent or only use the agent to protect
internal servers and desktops. This portal is required for SecurMalil if a recipient is
connecting from an external SecurEnvoy Outlook Agent that is connecting across the
Internet or a SecurMail phone app that is also connecting across the Internet.

o SecRep is installed by default on all server instances and is used to automate the
replication of the server.ini file between multiple SecurEnvoy servers, if this function is
enabled.

Do not publish SecRep to the Internet, as this will risk exposing configuration
settings to external threats.

06/18 13 SecurEnvoy Security Server 9.3
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The following steps are required to configure the SecurEnvoy SecurAccess product for use. Please note
that this configuration is for trials and some components, like Secure LDAP and HTTPS are not used in
these examples. If you require these for your trial, please reference the SecurEnvoy SecurAccess
Administrators Guide that was included in your download.

We suggest gathering the following before getting started to make things easy.

e Microsoft Active Directory Service FQDN and NetBIOS name

e FQDN for at least one Domain Controller

e Create (or use) a Service Account - only needs to be a domain user.
e Email server FQDN

e Email account with credentials

We will begin with the base installation of the SecurEnvoy SecurAccess product.
Download is available here: https.//www.securenvoy.com/products/securaccess/key-features.shtm

I = | Build - O w
Home Share View - 0
- v » This PC » Local Disk (C:) » Build » v O Search Build el

SecurEnvoy Securfccess 9.1.429
#F CQuick access

[ Desktop
; Downloads

Documents
&= Pictures

% % % N

[ This PC

[_} Metwork

litern 1 item selected f= =

As you can see from the illustration, we've also created a build folder at the root of our server volume.
Although we suggest this, it's not mandatory. You can extract our download anywhere you like.
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| = | Application Tools SecurEnvoy 9.1.429
Home Share Wiew Manage
&« v P » ThisPC » Local Disk(C:) » Build » SecurEnvoy 9.1.4
Mame D
7 Quick access
agents 1
[ Desktop g 2 - . .
server administration guide "
* Downloads - D reidine 1 B
Documents El E| release notes 10/24 1ext Document 30 KB
[=] Pictures - D SecurEnvoy SecurMail Solutions Guide.r -~ Leu! 7 1:40 AM PDF File 610 KB
[ This PC D Server Installation Guide.pdf PDF File 2,014 KB
o setup 10/24/2017 1:40 AM  Application 43,536 KB
|_ﬂ' MNetwork

Active Directory Membership for the SecurEnvoy SecurAccess Server is optional. If your server is part of
the Microsoft Active Directory, we suggest logging in as a Domain Administrator.

ﬁ SecurEnvoy Server - InstallShield Wizard
Welcome to the InstallShield Wizard for
SecurEnvoy Server

The InstallShield(R) Wizard will install SecurEnvoy Server an
your computer, To continue, dick Mext.

Copyright SecurEnvay 2017

Welcome to the installer!
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ﬁ SecurEnvoy Server - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

END-USER LICEMCE SUBSCRIFTION

This Licence Agreement ("Licence™) iz a legal agreemer

and , registered in England and VWales under company

or "we" or "our”).

This Licence agreement applies to all our computer

software and any associated media ("Software™

online or electronic documentation ("Documents

We licence use of the Software and Docume . to you on the basis of this Licence. We

do not sell the Software or Documentation * 4 su. We remain the owners of all copyright,
databasze rightz and all other intellectual r / #erty rightz in the data and programs which
constitute the Software and of the Doc .nentation at all times. hd

(®) I accept the terms in the license agreement

i )1 do not accept the terms in the license agreement

InstallShield

Please make sure to read the contents of the End User Licensing Agreement. There are updates from
previous versions.

06/18 16 SecurEnvoy Security Server 9.3
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E SecurEnvoy Server - InstallShield Wizard

Destination Folder \
Click Mext to install to this location, for new installs you can change this location’.

@ upagrades MUST use the same folder
C:\Program Files (x88)\SecurEnvoy\Security Server,

InstallShield

We would like you to keep the standard default paths if possible. However, if you must change it, please
take note of the new location, because you will need that later for future upgrades.

06/18 17 SecurEnvoy Security Server 9.3
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ﬁ SecurEnvoy Server - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

All web portals will be installed

() Custom
Choose which pro
will be installed. R
Installshield

A typical installation is suitable for most small and medium sized businesses. This setup assumes that the
SecurEnvoy SecurAccess server is behind a firewall and NAT'd.

Highly Available options are available and described in the Advanced Administrators Guide.
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ﬁ SecurEnvoy Server - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical

Destination Folder:
C:\Program Files (x86)\SecurEnvoy\Security Server),

Lger Information:
Mame: Windows User
Compary:
Serial:

InstallShield

The install can take up to 10 minutes.
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ﬁ SecurEnvoy Server - InstallShield Wizard

Installing SecurEnvoy Server
The program features you selected are being installed.

Please wait while the Installshield Wizard installs SecurEnvoy Server, This
may take several minutes,

Status:
Extracting information faor IIS virtual directories. ..

InstallShield

ﬁ SecurEnvoy Server - InstallShield Wizard —

Installing SecurEnvoy Server
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs SecurEnvaoy Server. This
may take several minutes,

Status:
Copying new files

Installshield
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1 &4 Advanced Configuration Wizard — >

Optimising Object Code, Please Wait. ..
I
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kad Advanced Configuration Wizard

What type of installation is this?

(® Mew Dedicated Server
() Addition. =l Server (Replica)
() Upgrade

¥ Secur
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coenfig

MNew Customer Encryption Key Created. You must backup C\Program Files

(xB6)\SecurEnvoy\Security Serverconfig.db

22

SecurEnvoy Security Server 9.3



Missing Module in 15 % x

@ The CGI module of 15 is required, De you want to install this?

oK I Cancel

Missing Module in 115 *

0 The ISAPI Filter module of 115 is required, Do you want to install this?

%
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kad Advanced Configuration Wizard

Your Company Name

Company Mame: |5&|:urEn‘.r|:|'_.r Labs, UsA

Licence Details

Paste a copy of your licence below or leave blank to enter this later

Licence: |Wwwmﬁ'71_.rshgTRh thIJ+Ghdng5&54DsSTE{

Continue

When you downloaded our product, you should have also received your trial license. If you have not,
please contact sales or support for assistance.

ﬁ SecurEnvoy Server - InstallShield Wizard e

Installshield Wizard Completed

The InstallShield Wizard has successfully installed SecurEnvoy
Server. Click Finish to exit the wizard.
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1.6 Customised Installation of SecurEnvoy SecurAccess

Please follow the steps described in Installing & Configuring SecurEnvoy SecurAccess until you get to the
“Setup Type" page, then select Custom.

ﬂ SecurEnvoy Server - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.
O Typical
ﬁ All web portals will be installed

(® Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstaliShield

T e

Select the portals as required (please refer to Available SecurEnvoy Web Portals) and click on Next. In the
below example only the Manage My Token portal is going to be installed.

#5 SecurEnvoy Server - InstallShield Wizard

Custom Setup
Select the program features you want installed

Click on an icon in the list below to change how a#  _re is installed.
Feature Description

X
4

Admin Portal

Manage my Token Portal

Lost Token Emergency Access Portal
SecurPassword Portal

SecurMail Sender Portal

SecurMail Recipient Portal This feature requires OKB on
SecServer Portal your hard drive.

(]

x x| | |x
4 4 4 4 4

X
4

Install to:
Change...

InstallShield

g

e[ <o carcs

Continue to install as per Installing & Configuring SecurEnvoy SecurAccess.
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1.7 Configure Your Service Account

For our system to query the Active Directory for usernames and passwords, we need an account with
permissions to do that function. The LDAP Admin service account used by SecurEnvoy for SecurAccess
and SecurPassword requires Active Directory permissions as follows -

e Read All User Attributes (Default Permission for all users)
o \Write Access To “PrimaryTelexNumber" also referred to as “Telex Number"
e \Write Access To “Telex Number Other”

Optionally, to allow user Mobile and Email address attributes to be updated from the SecurEnvoy admin
GUI -

e \Write Access To Mobile Number (Optional)
e \Write Access To E-Mail Address (Optional)

For SecurPassword and Integrated Desktop Logon: -

e User Object: “Reset Password"
e User Object: “Change Password"

1.7.1 SecurEnvoy Service Permissions Account Wizard

We strongly recommend that you create a general user account in the Active Directory. Again, this
account does not need to be a Domain Administrator, it can be a simple standard user. This process only

happens once.
Once you have the user created (in our case, SEService) you should logon to your Domain Controller as a
Domain Administrator.

- Navigate to \\Server\c$

- Browse to the location C:\Program Files (x86)\SecurEnvoy\Security Server\Config
- Copy ServiceAccountWizard.exe to your domain controller
- Run ServiceAccountWizard.exe
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The below dialog will appear:

‘ kad SecurEnvoy Service Permissions Account Wizard (DC=securenvoy-lab,DC=cc

rard MUST only be run on a Domain Controller (DC)
st is not a DC copy CONFIG\ServiceAccountWizars’

Account
~~ually in AD Users and Computers. Enterthe usem e below, and click "Get DN" to get its full DN.

e wcE 8CCOUNT name: Get DN

Service account DN: |CN=SecurEn\rcy Service Account,OU=5SecurEnvoy Lab Environment DC=securenvoydab, DC=con

Organizational Unit
Leave blank to apply pemmissions at the roct of the AD ( Highly Recommended ).

Only apply the pemissions at specific OU f only non-priviliged users will be enrolled with SecurEnvoy (ie No Domain Admins,
Enterpise Admins, eic)

ou: |

Permissions:
Select the required write permissions:

Always required” Optional Required for SecunPassword:
Primary TelexNumber mobile [] Resat Password
telexhumber mail [] Change Password
[ pwdlLastSet
[] userAccountControl Apply OK
tlumber: ~

z2xe DC=securenvoy-lab, DC=com /G "SECURENVOY-LAR
ce:RE;primaryTelexNumber;user”™ /I:5

.exe DC=securenvoy-lab,DC=com /G "SECURENVOY-LAEB
ce:WEB;primaryTelexfNumber;user” /I:5
ser:

.exe DC=securenvoy-lab,DC=com /G "SECURENVOY-LAR

| -ce:RP;telexNumber;user” /I:5
‘ v

Once you have completed this step, the system is installed and ready for your configuration.
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1.7.2 Manually Apply Service Account Permissions with ADSIEDIT

& Important

Do NOT use "Active Directory Users and Computers’, you MUST use "ADS/ Edit” or these
edits will fail

For Windows 2008 Server - Example: Admin User "SecurEnvoy" setup with ADSI Edit

1. Create a user called "securenvoy" in the normal way

DC=dev,DC=com Properties [ 21x| . o o
and set "Password hever expires” as this is a system

Attibute Editor  Secuty |

account.
Group or user names:
€32 Everyone Al 2. Right Click the top directory for example if your
mExchange Enterprise Servers [DEVA\Exchange Enterprise Servers) domain is called dev.com then I’Ight click

m Incoming Forest Trust Builders ([DEVAncoming Forest Trust Buil...
@ Pre‘windows 2000 Compatible Access [DEV\Pre-windows 200...
ﬁ securenvoy [securenvoy@dev.com)

"DC=dev,DC=com" and select Properties.

T

oo 3. Select the “Security” tab and press the "Add" button to
agd. | Remove add the user securenvoy that you created in the first step.
Permissions for securenvoy Allow Deny . )
Full Contiol il 4. Pressthe “Advanced” button.
Read
Write

Create All Child Objects
Delete All Child Objects
Add GUID

OO000o=0O
Oooooon

For special permissions or for advanced settings,
click &dvanced.

oK I Cancel | Apply |
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Permission Entry for dev ki ﬂl’

— 5. Re-select the user in the Permission entries list.

i ti i . ” i H ”

et ] 6. Press the “Edit..” button and select the "Properties” tab.

Name: [securenvoy (securenvoy@dev.com) Change.. | 7.  Inthe "Apply onto" field select “Descendant Contact objects”

T oot oo E a. T!ck Allow \X/r!te Telex Number

e S b. Tick Allow Write Telex Number (Others)

[ Fead Teiephone Number O 4 C. Tick Allow Write Mobile Number
Wiite Telephone Number | O d. Tick Allow Write E-Mail
Read telephonedssistant O " n g m . " “
e pbionchssiiint O O 8.  Change the "Apply onto’ field frqm Contact objects” to "User
Read teletexTeminalldentiier O objects”. All the selected attributes will be carried over to “User
‘wite teletexT erminalldentifier O O : "
Read Telex Number O ObJ ects’. u . R
‘Write Telex Number [m] 9. Select the Ob_JeCt tab.
Read Telex Number [Others) O
‘write Telex Number [Others) O
Read textEncoded0RAddress O
‘write textEncodedORAddress O O
Read thumbnailLoao 2| n =
Apply th issions to objects and/ Clear All

e i nee e

oK I Cancel I

10. Select "Descendant User objects”.
11. Tick Reset Password and Change Password (Both required only for SecurPassword or Integrated

Desktop)
= 12, Press “OK".
Pemissions | Audiing | Owner | Bfectve Pemiscions | 13.  Press “Apply". The account should now have

To view or edit details for a permission entry, select the entry and then click Edit

the six permissions shown (left)

Pemission entries:

I Name | Pemission | Inherted From | Apply To I;l
Pre-Windows 2000 Com List conterts «<not inherted:» This object and all desce
Pre-Windows 2000 Com...  Special <not inherted> This object only
ENTERPRISE DOMAIN ... Special <not inherited> This object onby
securenvoy (securenvoy.. opecial <not inherted> Descendart User objects
securenvoy (securenvoy...  Special «<not inherted:» Descendart User objects

securenvoy (securenvoy..  Special <not inherted> Descendant User objects
securenvoy (securenvay... <not inherted> Descendant User objects
securenvoy (securenvoy... <not inherted> Descendart User objects

securenvoy (securenvoy. «<not inherted:» Descendart User objects
securenvoy (securenvoy. <not inherited> Descendart User objects

SELF M Qm All' descendant objects
Autherticated | lsems LIndate nassword <nnit inherteds This nhiect anhe LI

Add | Edi | Remove | Restore defauts |

Managing pemmission entries

OK Cancel Apply
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[dvanced secoriy Settings for AdminsHolder 20x
Permissions |Audiling] Owner | Effective Permissions | 14. nght-Clle “‘AdminSDHolder" under the
To view more information about special permissions, select a permission entry, and then click Edit dlreCtOl’y CN:SyStem and seleCt “Propertles"- SeleCt
Permisson enti. the check box "Allow inheritable permissions”. Press
Tore | Noms e e o = ‘OK". This adds support for users that are members
Al Authenticated U Special inherited; This obj I H
o qummaler et Shorn e of the following protected groups
Allow  SYSTEM Full Control <not inherited> This object only
Allow Administrators ([DEYA...  Special DC=dev,DC=com Thisobjectandallc... —
Al Enterprise Admins (D...  Full Control DC=dev,DC= This object and all c... ini
B Clompell Dl foedioon e oide Administrators
Al ENTERPRISE DOM... Read Py t DC=dev,DC= u biect:
Mlow  ENTERPRISEDOM. ResdPipey  DC-devDioom Growcbect o Account Operators
AN FMTEARRIer AAL ~ [y 0 ne o ne ~ . ' . Server Operators
Add... Edit... Hemove

Print Operators
Backup Operators
Domain Admins
Schema Admins
Enterprise Admins
Cert Publishers

~ Allow inheritable permissions from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.

To replace all permission entries with the default settings, click Default. Default |

Learn more about access control.

~TIOTMOUO >

ITI Cancel | Apply I

4 Note

Write userAccountControl permission, found within Properties>descendant User Objects is
also required for password reset

For Windows 2012 R2 and 2016 Server

1. Create a user called "securenvoy" in the normal way

i i 5 i n H n . .
Strde Bdtor | Securty and set "Password never expires" as this is a system account.

GI'OLID ar user names:

%Mministlators {SETEST"\Administrators) W an
§2,Pre-Windows 2000 Compatible Access (SETEST\Pre-Windows ... 2. Run “"ADSI Edit".
% Incoming Forest Trust Builders (SETES T Incoming Forest Trust ...
‘% 3. Right Click the top directory for example if your

' domain is called dev.com then right click "DC=dev,DC=com"

and select Properties.

Pemissions for securenvay

4. Select the “Security” tab and press the "Add" button to
add the user securenvoy that you created in the first step.

Full control

Read

Write

Create all child objects
Delete all child objects

OoOEO %

For special pemissions or advanced settings, click
Advanced.
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[N . oo the "Advanced” button,

Owner: Administrators (SETEST\Administraters) Change

6. Re-select the user in the Permission
entries list.

Permissions Auditing | Effective Access

For additional information, double-click a permission entry. To modify 3 permission entry, select the entry and click Edit (i available).

Permission entries:

Type  Principal Access Inherited from Applies to G 7. PreSS the “Edlt...” button and SeleCt the
82, Allow  Pre-Windows 2000 Compatib... List contents None This object and all descendan... “ H "
ﬂ, Allow  Pre-Windows 2000 Compatib... Special None This object only Propertles tab'
82, Allow  ENTERPRISE DOMAIN CONT... Special None This object only
by Allow  securenvoy (securenvoy@set... Read None This object only
8, Allow  SELF Special None All descendant objects
82, Allow  SELF None This object and all descendan...
55, Allow  SELF None Descendant Computer objects
% Allow  Authenticated Users Update password notr... Nene This object only
82, Allow  Authenticated Users Unexpire passwerd Nene This object only
2, Allow  Authenticated Users Enable per user reversi.. None This object anly
2 Allow  Enterprise Read-only Domain... Replicating Directory ..  None This object anly v
Add Remove Edit Restore defaults

Cancel Apply

Permission Entry for QAwin2012

¥ Read Mobile Number (Others) ¥ Read State/Province 8. In the "Applies onto" f|e|.d Sel.ect “Descendant

[ ) Write Mobile Number (Others) ] Write State/Province H "

¥ Read modifyTimeStamp [ Read street User ObJeCtS

) Write modifyTimeStamp [ Wite street

¥ Read msCOM-PartitionSetlink [ Read Street Address

["] Write msCOM-PartitionSetLink [] Write Street Address = TICk All_O\X/ Write Tel_eX Number
[ Read msCOM-Userlink ¥ Read structuralObjectClass . .

[ Wite msCOM-UserLink [] Write structuralObjectClass - Tick Allow Write Telex Number (Others)
[ Read msDFSR-ComputerReferenceBl [ Read subRefs . . .

[] Write msDFSR-ComputerReferenceBL [] Write subRefs = TICk Al_l_O\X/ \X/I’Ite MObIl_e N Umber
[/ Read msDFSR-MemberReferenceBl ¥ Read subSchemaSubEntry . . i

[ Write msDFSR-MemberReferenceBl [ Write subSchemaSubEntry - Tick Allow Write E-Mail

[ Read msDS-AllowedToActOnBehalfOfOtherldentity [ Read systemFlags . u "

[ Write msDS-Allowed ToActOnBehalOf Otherldentity [ Write systemFlags - Click “OK

[ Read msDS-AllowedToDelegateTo [ Read Telephane Number

[ Write msDS-AllowedTaDelegateTo [ Write Telephone Number

[ Read msDS-Approx-Immed-Subordinates ¥ Read teletexTerminalldentifier

[ Write msDS-Approx-Immed-Subordinates [7] Write teletexT erminalldentifier

[ Read msDS-AuthenticatedToAccountlist [ Read Telex Number

[7] Write msDS-AuthenticatedToAccountlist [ Write Telex Number

¥ Read msDS-ClaimSharesPossibleValuesWithBL [ Read Telex Number (Gthers)

[ Write msDS-ClaimSharesPossibleValuesWWithBL ¥ Write Telex Number (Others)

[ Read m5-DS-ConsistencyChildCount ¥ Read textEncodedORAddress

[ Write mS-DS-Consistency ChildCount [ Write textEncodedORAddress

¥ Read mS-DS-ConsistencyGuid [ Read thumbnailLogo

Principal:  securevoy (securenvoy@QAwin2012.com)  Select a principal 9 At the lAdvanced Security Settings'.

" }:‘WMM } click edit. In the “Applies to” field select
" “Descendant User objects” Tick Reset Password
permisions and Change Password (Both required only for

DFul ol D Creste clastorecbjecs SecurPassword or Windows Login Agent)

[ List contents. [v] Delete classStore objects

[ Read 2l properties [[] Create FRS Subscriptions objects

] Write all properties [¥] Delete FRS Subscriptions objects

[Delete [ Create ms-net-ieee-80211-GroupPolicy objects
[ Delete subtres [ Delete ms-net-ieee-80211-GroupPolicy objects
[ Read permissions [ Create ms-net-ieee-8023-GroupPolicy objects
[[]Modify permissions [ Delete ms-net-ieee-8023-GroupPolicy objects
[+ Modify owner [J Allowed to authenticate

[ Al validated writes [¥] Change password

[CJ Al extended rights [ Receive as

[ Creste all child objects [ Reset password
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10. Press “OK".
3 Advanced Security Settings for QAwin2012 == £ 11. Press “Apply”- The account
should now have the five entries shown
Owner: Administrators (QAWIN2012\Administrators)  Change
above.
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to -~
82, Deny  Everyone Delete all child ohjects  Mone This object only
R Allow securevoy (securenvoy@(Q..  Change password None Descendant User objects
% Allow  securevoy (securenvoy@(Q..  Reset password None Descendant User objects
& Allow  securevoy (securenvoy@Q... Mone Descendant Contact objects
& Allow  securevoy [securenvoy@Q... Mone Descendant Contact ohjects
& Allow  securevoy (securenvoy@Q.. Mone Descendant Contact objects
as - N a s . .- e

12. Right-click “AdminSDHolder" under the directory CN=system and select “Properties” > Security
Tab = Advanced. Select the option "Enable Inheritance”. Press “OK". This adds support for users
that are members of the following protected groups:

- Administrators

- Account Operators
- Server Operators

- Print Operators

- Backup Operators
- Domain Admins

- Schema Admins

- Enterprise Admins
- Cert Publishers

Z ADSI Edit
File Action View Help

e #1E XE G =

ADS| Edit Mame Class Distinguished Name
S Default naming context [QAT.QA|| 7] CN=AdminSDHolder container CM=AdminSDHolder, CMN=Systern, DC=0QA
4[] DC=0Awin2012,DC=com || CN=ComPartitions container CM=ComPartitions, CM=S5ystern, DC=CAwi
—| CN=Builtin ] CN=ComPartitionSets container CM=ComPartitionSets, CN=5ystem, DC=Cy
(& CN=Computers [] CN=Default Domain Policy  domainPalicy CM=Default Domain Policy,CN=System, Di
;_I OU=Damain Controllers [ "] CN=Dfs-Configuration dfsConfigura... CMN=Dfs-Configuration, CN=5ystem,DC=0
L] CN=ForeignSecurityPrincil| = -\ _prop_GlobalSettings ~ msDFSR-Glo...  CN=DFSR-GlobalSettings, CN=System, DC:
%I CN:LDSU’mdFDUHd- =] CM=DomainUpdates container CM=DomainUpdates, CN=S5System, DC=CA
j E::Lﬂ;;:g{:joi::""m“ ] CN=File Replication Service  nTFRSSettings  CN=File Replication Service,CN=System,D
- || CM=FileLinks fileLinkTrack.. CM=FileLinks, CM=5ystem,DC=CAwin2012
|| CN=Program Data - . . . .
| OU=Redhil J CN=IP Security container CMN=IP Security, CN=5ystem, DC=CAwin20
b | CN=System _| CMN=Meetings container CM=Meetings, CM="5ystern, DC=QAwin201,
] CN=TPM Devices | CN=MicrosoftDMS container CM=MicrosoftDMNS, CM=System, DC=CAwi
p ] CN=Users ] CN=Password Settings Con... msDS-Passw... CM=Password Settings Container, CN=Sys

= Note

Addlitional servers MUST share the same SecurEnvoy administration account for
each domain they manage.

To Test, Start the SecurEnvoy Admin GUI and enable a user, enter the mobile number and press "Update
User." You should get the message. "OK, Passcode Sent To Gateway." If you get the message "ERR, Error
writing to LDAP, General access denied error" then your write permissions are incorrect.
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1.8 TCP/UDP Communication Flow (Firewall Ports)

Requirement

Description

TCP/UDP Port

Direction

User Authentication | RADIUS Client UDP/1812 Inbound to SecurAccess Server
Communication (i.e FW,
RAS or Application Server
with SecurEnvoy Server
Agent installed)
LDAP User Lookup Communication between (LDAP) TCP/389 | Inbound to LDAP Server from
SecurAccess and LDAP/AD | or SecurAccess
servers LDAPS
TCP/636
Syslog Syslog's pushed to SIEM or | UDP/514 Inbound to SIEM Server from
Log Collector Solution SecurAccess
Replication Replication connection TCP/443 Bidirectional
between one or more
SecurAccess Servers
Email Enrolments SMTP connection to mail TCP/25 Inbound to SMTP Mail Server
relay server
SMS Enrollments HTTP connection to public | TCP/443 Outbound HTTP Access to Public
and tokens SMS Gateways SMS Services
SecurAccess Portals | Client connectivity to Enrol | TCP/443 Inbound to SecurAccess Server
Tokens, Change Passwords
or Helpdesk
Push Authentication | Push Authentication to TCP/443 Outbound to gcm-
(Outbound) Mobile Tokens Apple = http.googleapis.com
TCP/2195 (prior | Outbound to
to Win 16 gateway.push.apple.com
TCP/ 443 after) Outbound to a.notify.live.net
Push Authentication | Push Authentication TCP/443 Inbound to SecurAccess SECENROL
(Inbound) Acceptance from Mobile portal (Requires publishing to public
Internet via Reverse Proxy)
Push (Apple Required to update TCP/443 Outbound to www.securenvoy.com
Certificate) apple.p12 cert on a yearly
basis
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1.9 Configuring SecurEnvoy SecurAccess

Once the installation has completed, you will need to be logged in to the SecurEnvoy Server a local or
domain administrator.

On the Desktop you will find the SecurEnvoy Local Admin.

4

L

SecurEnvoy
Local Admi...

When it is launched for the first time, you will be prompted with a setup wizard for your environment. The
set-up wizard is designed to guide you through the configuration of the system.

Setup Wizard

v

[3 (gl (gl ) ) ) ) (gl I
J J J J J J J | —

Intro Licence Domain Email Settings External URLs SMS/Voice Gateways Radius Services Complete

Introduction
Welcome to the SecurEnvoy Admin Setup Wizard.

This short wizard will guide you through the initial configuration of the system to a production ready status. You should review the requirements below, assuring that you have
the information needed to complete to configuration

If you need to change any of these settings in the future, you will be able to find them by using the menu to the left. On each page of the wizard, the location of the settings will
be shown by this arrow <— next to the menu item.

Prerequisites

* SMTP Server
= Server Address
= Authentication Details (if required)
= Email Address to send admin emails from
* LDAP Server
= Option 1: An existing Microsoft AD, Novell eDirectory, OpenLDAP, Oracle Directory Server, then the following will be required
= Service account, which has read/write access to primaryTelexNumber and telexNumber attributes.
» Domain Name
= Server Name / Address
= Option 2: If you do not have any available LDAP servers and/or do not want to integrate with any existing LDAP servers, you can create an Internal Managed Users
Database at the Domain section of this wizard.
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Licence already entered, skipping this step.

Setup Wizard

G

Intro Licence D

(]«

=]
3
o
El

Add Domain

Domain Type

Microsoft Active Directory V|

Domain Name

| securenvoy-lab.com |

NetBIOS Name
| SECURENVOY-LAB |

SecurEnvoy Admin Account

An administration account is required to connect to your Active Directory server and must have write access to "telex number(s)". To create this account Click Here .

Admin User|D
| CN=Administrator,CN=Users,DC=securenvoy-lab,DC=com | Directory Administrator Account Distinguished Name (DN}

Admin Password

| sssssmssssen | Must comply with your Microsoft Windows password policy

Re-enter Password

Server | Name

| dc-0l.securenvoy-lab.com | Use 551 Test Server

Server 2 Name

| dc-O2.securenvoy—Lab.com| x | Use S5L Test Server

We have filled in some example data to illustrate what should go where. Please note that the servers
listed at the bottom are domain controllers.

06/18 35 SecurEnvoy Security Server 9.3



v Secur

Group plc Company

Email Settings

We will sometimes need to send out a few emiails to users that will be authenticating with SecurEnvoy. Please enter the details of an SMTP server that you have access to, and the email address that you would like the emails to be sent from.
This gateway is required if you want to enrol users via email, enrol soft tokens, send passcodes via email or install SecurMail

Email Server Host

smitp securenvoy-lab.com584 X |  Enter the SMTP mail server's hostname o IP address used for sending email to your email gateway or ISP {example: mail mycompany.com)

Admin Email Address

notify@securenvoy-lab.com ™ Administrator's Email Address. Used for sending automated email erors (example: admin@mycompany.com)

n Authentication is required

notify@securenvoy-lab.com

Password

c
8
o

B usessims)

Test SMTP Mail Server
Send Test Message To

Test Mail Server

External URLs

In order for some aspects of the SecurEnvoy systen required. However if these features are not required, you do not need to publish anything externally.
This II5 server supports HTTPS

Enrolment and "Manage My Token”
This URL is used for both first time e~ ent and on-going token type management. A link to this URL named "Manage My Token” should be included on all authentication pages.

Agent Services
This URL is used by Windows Login Agent and SecurMail Outlook Agent

SecurMail Recipient Pickup
This URL is used by SecurMail recipients reading their secure messages

Continu

ttp://SE-00/secenrol

ttp://SE-00/secserver

ittp://SE-00/secmail

Senver Country Code

Gateway Configuration [ ] retephone country Cosefor Server

SMS Voice Push Proxies Test Priorities

Add SMS Gateway

{Click row to edit gateway)

Name Type Domain Country Status
AQL_Trial WEB [any] 14497 Ready
CM_Trial WEB [any] [any] Ready

(Drag gateways to reorder)

Enable Selected Disable Selected Delete Selected

06/18 36 SecurEnvoy Security Server 9.3



v Secur

Group plc Company

Server Country Code

Gateway Configuration [ ] Tetepone county Coue for server

SMS Voice Push Proxies Test Priorities

(Click row to edit gateway)

Name Type Domain Country Status
ApplePushService PUSH [any] [any] Ready
GoogleCloudMessaging PUSH [any] [any] Ready
MicrosoftPushService PUSH [any] [any] Ready

Services

Batch Service

. o Service Started
Radius
Enable Radius Service Web SMS Service
° Service Started
Enter Network Port
| 1812 | Radius Service

o Service Started

Setup Complete

You have completed the setup wizard, and you are now ready to start using SecurEnvay for Two Factor Authentication!

Go To Dashboard
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1.9.1 The Main Dashboard

The main dashboard is full of useful information, logs and recent transaction details. Configuration items
on the left navigation make it easy to find the settings you are looking for.

Hello localadmin
‘Show Stats for Last
Dashboard
& Domains
fi conbg User Stats
b Gatew:
;l L: e Authentications in Period  Authentication Methods Used
B radus Successful  Failed OneTime Code  SoftToken Code ~ VoiceCall  Yubikey  Temp Code
o
o8 Users 1 0 1 o o o 0
D)
B vrogviewer
|/ Reporting
Log (Last 10) Gateway Status
) Aerting
UseriD Message Type Name Status
B2 securMail
System MicrosoftPushService is now available SMS AQL_Trial SMS. ° Ready
() SecurPassword
System GoogleCloudMessaging is now available s M TreLsms ° Ready
¥D)  SecuriCE
System ApplePushService is now available (http2)
Voice AQL_Voip_Trial ° Reacy
@ Hew System AQL_Voip_Trial is now available
Push ApplePushService ° Reacy
System CM_Trialis now available
Licence Information
® System AQL_Trial is now available Push GoogleCloudMessaging ° Ready
CustomeriD: 10000
System Email is now available Push MicrosoftPushService ° Reacy
Access/Password 17 of 500
SecurMail0 of 500 System SMS Gateway Service Started
ICE:0 of 100 (30 days left) Manage Gateways
System SMS Gatewsy Service Stopped
Licence Expires Ist Jan 2020
System Batch Server Completed OK Next Run in 21 Hours and 12 Minutes
Version: 9.3.401
View Full Log
© Securenvoy 2018
AShearwater Group pic Company

06/18 38 SecurEnvoy Security Server 9.3



v Secur

ater Group plc Company

1.10  Configure your RADIUS Client

Now that you have completed the setup and configuration of the SecurEnvoy Security Server, if you wish
to use SecurAccess or Securlce you will need to configure and allow other devices to work with it. That
process begins with creating security entries to allow devices to communicate. These are called RADIUS
Clients.

A RADIUS Client would be something like your VPN Server, Citrix NetScaler, Check Point Firewall VPN, etc.
When you are configuring a RADIUS Client, you'll need to do two things.

e [P Address of your RADIUS Client
e A Shared Secret (ASCIl 127 Printable Characters - With some exclusions)

A Shared Secret is a password or passphrase that these two devices will use to validate each other. For
the trial, you can keep these simple, but for a production environment they should be complex. It's also
important to know that you can have more than one RADIUS Client and that the Shared Secret can be
different for each RADIUS Client.

Code | Char | Code | Char | Code | Char | Code | Char | Code | Char | Code Char
| 32 |[=pace]|]| 48 1] 64 @ a0 P 96 ’ 112 B
33 ! 49 1 65 A 81 Q 97 a 113 q
34 " 50 2 66 B a2 R 98 b 114 r
35 B 51 3 67 C 83 S 99 c 115 s
36 3 52 4 68 D 84 T 100 d 116 t
37 % 53 5 69 E 85 u 101 e 117 u
38 & 54 6 70 F a6 W 102 f 118 v
39 ' B5 7 71 G 87 W 103 g 119 w
40 ( 56 8 72 H a8 A 104 h 120 X
41 } 57 9 73 | 89 Y 1058 i 121 y
42 * 58 : 74 J a0 Z 1086 I 122 z
|43 + | 59 : 75 K 81 [ 107 k 123 {
44 , 60 < 76 L 92 ! 108 | 124 |
45 - 61 = 77 ] 893 | 109 m 125 1
46 . 62 = 78 N 94 b 110 n 126 ~
47 ! | 63 7 ||l 79 O a5 111 o 127 | [backspace]

|:| Characters Highlighted above should be avoided in RADIUS Shared Secret
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Add New Client
IP Address

‘ FOrmat: xxx.xxxo00000¢  Efiter diefauit for all addresses m

Show Client List

Edit10.0.0.200

Friendly Name

‘ Citrix NetScaler NS-01 Managemen |

Shared Secret

‘ R |

Authenticate passcode only  Passworu S cked by NAS
Two Step (passcode on a separate dialog) . > for One Swipe Push. Client must support Access Challenge

Default Domain

‘ securenvoy-lab.com hd

Allow these domains

n securenvoy-lab.com

Show Advanced

Update

Remember that you will need to put the same shared secret on the other side of the connection.

1.11 Registering your First Device

SecurEnvoy Soft Tokens need to be registered to the system to work. To do this, navigate to the User Tab.
It will be important to note a few things here, in this configuration for the trial we are searching the entire
directory and that means your list of users may be long.

a@l & httpe/localhost/secadmin/TDOMAIN=secursmoy-lab.comaed -alhost » | | I

TRIAL ENDS IN 94 DAYS O FREE SM° Helio tocatadmin
Domain
Q D a USE‘TS [sﬁurcr.\'oy lab.com W
ashboar
First name Last name Login ID
£ pomans dovg
1} config m Only show managed users
M Gateways
B e Found D users
2 users First Name Last Name Login ID
W) wec
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M dan age U ser dCha se (CN=Doug Chase OU=5ecurEnvoy Lab Environment DC=securenvoy-lab DC=com) Last Logged In Waiting for user to enrol

User State g— %
-
Unmanaged Disabled @ Enabled
User Type Administrator Level
| Permanent User g ‘ None hd

Off-Line Laptop

0]
Using AD Password
Send Via..
(This affects One Time Codes, Day Codes and other notifications) %
Send Code to Mobile

@ Send Code to Email

| dchase@securenvoy.com |

Authentication Type
@ One Time Code

Three Codes

Use Real Time Mot Preload

Day Code
Soft Token
Voice Call

VOIP Call, Landline or mobile

Temp Code

Static Code

Yubikey
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Once you click Update, the system will use the email configuration you specified earlier to deliver a
message to the user. This email will contain the URL for enrolment as well as a one-time code that they
will need to complete their authentication

From the user side, you will need to load the SecurEnvoy Soft Token
Application on your smart phone device.

SecurEnvoy has applications in all the major markets, simply search for
SecurEnvoy.

< securenvoy

SecurEnvoy Soft Token
SecurEnvoy Limiled
3

o o i When you locate the SecurEnvoy Soft Token Application, install to your
smart phone device. You will receive several prompts that need to be
accepted.

SecurEnvey SecurMail
SecurEnvoy Limited

Once you have completed the installation of the SecurEnvoy Soft Token Application from the market, you
will need to get ready for enrolment and have probably received an enrolment email by now.

Navigate your browser to the following URL: http://<yourserverFQDN>/secenrol. You should reference
the IIS URLs page from the SecurEnvoy Config - External URLs page in the admin console on your server
to get this address.

Manage My Token

Manage My Token :
Authentication

UserlD:

‘ murgero@securenvoy-lab.com ‘

Enter Microsoft Password:

You will logon to this site with your Microsoft Active Directory Credentials and will be prompted for the
one-time code that you received in your enrolment email to setup your token.
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Manage My Token

Manage My Token :
Authentication

Enter Your 6 Digit Passcode

You'll setup your SecurEnvoy SecurAccess Soft Token using the QR Code shown on the page. The QR
Code contains the URL that the SecurEnvoy SecurAccess server will use to communicate with your Soft

Token.
v
| |
() (J (]
Login Authentication Type Secret Questions Complete

@ Setup My Soft Token App

Step 1) Install the SecurEnvoy App on your phone
Step 2 ) Press the ADD button
Step 3 ) Scan QRCode with your phone's camera

or manually enter this key: CGSVPB5LANSQG

Step 4 ) Enter the displayed Code

(click o enlarge)

Complete Step 4 To Activate Your Token

Once your token is activated, you're ready to go. You will now need to configure your VPN, Citrix
NetScaler, Check Point Firewall or other service for RADIUS authentication.

SecurEnvoy SecurAccess works with many different vendors and is a the most flexible two-factor
authentication solution on the market today.
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1.12  Upgrading

Upgrade Path

It is possible to upgrade directly to SecurAccess 9.3.x from version 7 or 8 but it is recommended to
upgrade prior releases to version 7.3.501 using the following steps before finally upgrading to version 9.3.x

Ver 5.0 — Ver 6.0 — Ver 7.3.501 — Ver 9.3.X

If a software version prior to version 9 is required to deliver a step upgrade, please contact
support@securenvoy.com for access to previous software versions or download from our FTP site.

Prior to Upgrade

Before upgrading the SecurEnvoy Security Server software, please make a copy of the following: -

e config.db
e configpres4.db
e localini

e server.ini
e gateway.ini (optional)

These are all located on the file system in the following locations:
For 32 bit installations install dir\Program Files\SecurEnvoy\Security Server
For 64 bit installations install dir\Program Files(x86)\SecurEnvoy\Security Server

Also export the registry key HKLM\software\SecurEnvoy and make a backup copy of the DATA directory.

& Important

Before commencing an upgrade, it is crucial that a backup is made of the following files;
config.db, configpres4.db, localini and server.ini. These files will be required for purposes of
roll back if the upgrade should fail.

Upgrade Process

Please ensure that all SecurEnvoy web portals are closed in advance of upgrading the
software so that files which need to be replaced are not locked.

Locate the SecurEnvoy Security Server software and execute the setup.exe file.

This will install on top of the existing installation, all server configuration and user's settings will be
preserved.

4 Note

Any bespoke HTML templates that have been created, will require re-

creating upon each SecurEnvoy Security Server after the upgrade.
When the setup is executing, it will check to see if Microsoft .Net Framework 4.5 is installed.
If it is not installed it will download and install the Microsoft Dot Net Framework, as with a new installation.
Select Upgrade and click on OK
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Setup
Setup needs to stop all your SecurEnvoy services to continue
¥ |pgrade Select this to keep all existing settings for an upgrade

" Uninstall &1l Settings Only select this if you are uninstalling.
Do not select this if you are upgrading as all existing
configuration settings, registry keys and files will be deleted

OK I Cancel

Click on Next

ﬁ SecurEnvoy Server - InstallShield Wizard @

Welcome to the InstallShield Wizard for

SecurEnvoy Server
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Now we'll accept the licence agreement.

ﬁ SecurEnvoy Server - InstallShield Wizard

This Licence Agreement (Licence™) is a legal agreement between vou ~
(“Licensee™ or “you”) and [SecurEnvoy Limited, a company registered in
England and Wales under company number 04866711] (“Licensor™, “us”

or “we” or “our” ).

This Licence applies to the computer programs identified in vour Order
accompanying this licence_ anv data supplied with the software and any
associated media, and any Software Release which is acquired by you

during the subsistence of this Licence (“Software™): and to all associated = ¥

(®) I accept the terms in the license agreement

{1 do not accept the terms in the license agreement

Upgrades must keep the same folder as the previous version.

ﬁ SecurEnvoy Server - InstallShield Wizard

G upgrades MUST use the same folder
C:'Program Files (x36)\SecurEnvoy\Security Servery, Change...

06/18 46 SecurEnvoy Security Server 9.3



v Secur

Group plc Company

Select a Typical Installation

ﬂ SecurEnvoy Server - InstallShield Wizard

Please select a setup type.

(®) Typical

All web portals will be installed

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Click on Install

ﬁ SecurEnvoy Server - InstallShield Wizard

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:
Setup Type:
Typical
Destination Folder:

C:\Program Files (x86)\SecurEnvaoy\Security Server)

User Information:
Mame: Windows User

Company:
Serial:
< Back Install Cancel
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Please wait for the Optimising Object Code to complete and click on Finish.

ﬁ SecurEnvoy Server - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SecurEnvoy
Server, Click Finish to exit the wizard.

Please now launch the SecurEnvoy SecurAccess Admin Console. The Initial Setup Wizard will run, pre-
populated with the settings from the previous installation. You have the option to change these settings
or accept the existing ones as required.

1.13 Migrate SecurEnvoy to Additional Server

& Important

Before commencing a server migration, it is crucial that a backup is made of the
following files; config.db, configpre54.db, local.ini and server.ini. Which can be
located:-

For 32 bit installations install dir\Program Files\SecurEnvoy\Security Server

For 64 bit installations install dir\Program Files(x86)\SecurEnvoy\Security Server

The recommended method to migrate a SecurEnvoy installation from one server to another is to conduct
a clean install of SecurEnvoy Security server upon the new target machine. WWhen the advanced
configuration wizard executes, select “Additional server (Replica)” and follow the screen prompts to use
the config.db and server.ini from the existing server.
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All global configuration data is stored upon the SecurEnvoy server within the server.ini file and all user
data is stored encrypted with the LDAP server/domain. Therefore, no user data is affected when adding
an “additional SecurEnvoy server”.

When the new SecurEnvoy server is fully operational, the original can then be decommissioned.

Please note that Radius clients, IIS and Windows login agents will require updating so that they
communicate with the correct SecurEnvoy server.

Multiple security servers must share the same security encryption key (config.db) so it is essential to
backup this file beforehand.

Steps to Install Additional Security Server

Run setup.exe and follow the steps outlined in the “Installing & Configuring SecurEnvoy SecurAccess”
section earlier in this guide.

The Advanced Configuration Wizard will prompt you to choose an installation type, please select
Additional Server (Replica). Press the “Upload config.db” button and browse to the config.db file on the
first security server you installed, default location for this file is C:\Program
Files(x86)\SecurEnvoy\Security Server. Carry out the same task for the "server.ini* file and optionally for
the “gateway.ini” file.

& Advanced Configuration Wizard EI = I@

What type of installation is this?

(") New Dedicated Server
(®) Additional Server (Replica)
() Upgrade

Upload corfig.db and serverini

You need to import config.db and server.ini from a backup or
other security server. These are usually located at
\Program Files\SecurEnvaoy\Security Server

Upload configdb | OK

Upload serverini | OK
optens o

Uploaded gateway.ini OK

Continue
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4 Note

Each SecurEnvoy security server will use a local.ini file and a server.ini file, this has been
created to assist deployments where multiple SecurEnvoy servers exist. Any changes made

on a server will update server.ini or localini. At which point these files must then be copied to
the other servers.

The local.ini file stores data regarding local configuration details

The server.ini file stores dala that are global configuration details

Additional servers MUST share the same SecurEnvoy administration account for each domain they
manage.

The Batch server start times must be set to start at the same time allowing for any local time zone
changes.

Multiple batch server processes must run within 10 minutes of each other or multiple day codes may be
sent to end users.

L4 Note

Addiitional servers MUST share the same SecurEnvoy administration account for each domain
they manage.

1.14  Support for Your Trial

We're happy to help you get things setup and running. If you have any questions or need help with your
trial, please reach out to us - we would be happy to help.

1.15 What's Next

Now that you have the SecurEnvoy SecurAccess Two-Factor Authentication configuration completed, you
will need to refer to the integration guide for the product that you're working with.

e Citrix RADIUS Integration
e Palo Alto VPN Firewall Integration
e Cisco VPN Integration

And many more. Please refer to our web site for additional product integration.
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Sales
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T 44 (0) 845 2600011
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E support@SecurEnvoy.com
T 44 (0) 845 2600012
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